	TABLE C1-1

MINIMUM MANDATORY REQUIREMENTS

PRIVATE


PRIVATE "TYPE=PICT;ALT="
1. Component Design Workstation                                                                                                               a.Processor: LINPACK 0.30 mflops double precision
b. Base memory: 8 megabytes
c. Memory Expansion to at least 
16 megabytes
d. Graphics display device:
1) 13 to 17 inch viewable screen diagonal
2) 1.0 megapixels resolution
e. Graphics processor:
1) 800,000 pixels per second
line draw rate
2) 256 simultaneously 
displayable colors
f. Mass storage device: 
1) 300 MByte nonremovable 
disk drive
2) 25 milliseconds average
access time
g. Operating system: POSIX
compliant Application 
Portability Profile
h. CAD2 FAN interface, 
Section C4.3.1.
i. DOD protocol suite, Section
C4.3.3. 
j. Operate in an office 
environment, Section C2.1. 
k. A pointing device with dedicated interface
l. A graphical user interface
m. Transparent file access or
network file system protocol 

2. Systems Design Workstation

a. Processor: LINPACK 0.80 mflops
 double precision 
b. Base memory: 16 megabytes 
c. Memory expansion to at least 32 megabytes 
d. Graphics display device: 1) 19 inch viewable screen 
diagonal 
2) 1.0 megapixels resolution 
e. Graphics processor: 1) 800,000 pixels per second
line draw rate
2) 256 simultaneously 
displayable colors
f. Mass storage device: 
1) 575 Mbyte nonremovable 
or two 300 Mbyte
nonremovable disk drives 2) 25 milliseconds average
access time 
g. Operating system: POSIX compliant Application
Portability Profile 
h. CAD2 FAN interface, Section C4.3.1.
i. DOD protocol suite, Section
C4.3.3.
j. Operate in an office
environment, Section C2.1. 
k. A pointing device with dedicated interface
l. A graphical user interface
m. Transparent file access or 
network file system protocol 

3. Facilities Design Workstation 
 a. Processor:  LINPACK 2.00 mflops double precision 
b. Base memory: 16 megabytes 
c. Memory expansion to at least 64 megabytes
d. Graphics display device: 
1) 23 inch viewable screen 
diagonal or larger 2) 1.3 megapixels
e. Graphics processor:
1) 1.5 million pixels per 
second line draw rate 2) 256 simultaneously 
displayable colors
f. Mass storage device: 
1) 575 Mbyte nonremovable 
disk drive
2) 25 milliseconds average 
access time
g. Operating system: POSIX 
compliant Application 
Portability Profile
h. CAD2 FAN interface, Section
C4.3.1.
i. DOD protocol suite, Section
C4.3.3.
j. Operate in an office
environment, Section C2.1. 
k. A pointing device with dedicated interface
l. A graphical user interface
m. Transparent file access or
network file system protocol

4. 0.3 MFLOP Processor Memory Expansion 
a. Memory expansion to 16 Mbyte 

5. 0.8 MFLOP Processor Memory Expansion 
 a. Memory expansion to 32 Mbyte

6A. 2.0 Processor Memory Upgrade 
 a. Memory expansion to 64 Mbyte

6B. 0.3 MFLOP to 0.8 MFLOP Processor Upgrade 
 a. Upgrade 0.3 MFLOPS processor to 0.8 MFLOPS

6C. 0.8 MFLOP to 2.0 MFLOP Processor Upgrade 
 a. Upgrade a 0.8 MFLOPS processor to 2.0 MFLOPS

7. Graphics Processor Upgrade 
 a. Line draw rate: 3 million pixel/sec
b. 256 simultaneously displayable
colors
c. Operate with Facilities
Design Workstation 

8. 300 MB Removable Disk Drive 
 a. Average access time: 40 milliseconds 
b. Formatted capacity: 300 MB

9. 300 MB Nonremovable Disk Drive 
 a. Average access time: 25 milliseconds
b. Formatted capacity: 300 MB

10. 575 MB Nonremovable Disk Drive 
 a. Average access time: 25 milliseconds
b. Formatted capacity: 575 MB

11. CD- ROM Disk Drive a. ISO 9660 compatible 

12. Optical Digital Storage Drive 
 a. Write Once Read Many (WORM) 
b. 5 1/4" removable media 
c. Formatted capacity: 650 Mbytes

13. 5.25 Inch Floppy Drive 
a. Read & Write MS- DOS 360 KByte format 
b. Read & Write MS- DOS 1.2 Mbyte 
format 

14. 3.50 Inch Floppy Drive 
a. Read & Write MS- DOS 720 Kbyte format 
b. Read & Write MS- DOS 1.4 Mbyte 
format 

15. External Mass Storage Expansion Cabinet 
 a. Not larger than 24 X 32 X 32inches

16. Magnetic Backup Drive 
a. Formatted capacity: 300 Mbytes

17. Workstation Graphics Tablet 
 a. Resolution: 0.005 inch 
b. Accuracy: 0.025 inch 
c. Active surface: 8 X 10 inches

18. Workstation Digitizer 
a. Resolution: 0.001 inch 
b. Accuracy: 0.010 inch 
c. Active surface: 34 X 44 inches

19. Database Server 
a. Processor: LINPACK 0.80 mflops double precision 
b. Base memory: 16 megabytes 
c. Memory expansion to at least 32
MBytes 
d. Mass storage device: 
1) 575 MByte nonremovable 
disk drive 
2) 25 millisecond average
access time 
e. Operating system: POSIX 
compliant Application 
Portability Profile 
f. CAD2 FAN interface, Section
C4.3.1. 
g. DOD protocol suite, Section 
C4.3.3. 
h. Operate in an office 
environment, Section C2. 
i. Transparent file access or
network file system protocol

20. File Server 
a. Processor: LINPACK 2.00 mflops double precision 
b. Base memory: 16 megabytes 
c. Memory expansion to at least
32 MBytes 
d. Mass storage device: 
1) 600 MByte nonremovable 
disk drive 
2) 20 milliseconds average 
access time. 
e. Operating system: POSIX 
compliant Application 
Portability Profile 
f. CAD2 FAN interface, Section 
C4.3.1 
g. DOD protocol suite, Section 
C4.3.3. 
h. Operate in an office 
environment, Section C2.1. 
i. Transparent file access or 
network file system protocol 

21. Optical Mass Storage Server 
 a. Write Once Read Many disk drive 
b. On line storage: 16 gigabytes 
c. Minimum expandability: to at least 120 gigabytes 
d. Operating system: POSIX 
compliant Application 
Portability Profile 
e. CAD2 FAN interface, Section 
C4.3.1. 
f. DOD protocol suite, Section 
C4.3.3. 
g. Transparent file access or
network file system protocol 

22. Plot Server 
a. Plot spooling 
b. Perform rasterization 
c. Support two nonimpact plotters simultaneously 
d. Operating system: POSIX 
compliant Application 
Portability Profile 
e. CAD2 FAN interface, Section 
C4.3.1. 
f. DOD protocol suite, Section 
C4.3.3. 
g. Operate in an office 
environment, Section C2.1. 
h. Transparent file access or
network file system protocol 

23. Compute Server 
a. Processor: LINPACK 4.00 mflops double precision 
b. Base memory: 16 megabytes 
c. Mass storage device: 
1) 575 Mbyte nonremovable 
disk drive 
2) 25 millisecond average
access time 
d. Operating system: POSIX 
compliant Application 
Portability Profile 
e. CAD2 FAN interface, Section 
C4.3.1. 
f. DOD protocol suite, Section 
C4.3.3. 
g. Operate in an office 
environment, Section C2.1. 
h. Transparent file access or
network file system protocol 

24. Communications Server 
a. Processor: LINPAK 0.3 mflops double precision 
b. Communications access control, 
Section C4.7.3.
c. Operating system: POSIX 
compliant Application 
Portability Profile 
d. CAD2 FAN interface, Section 
C4.3.1. 
e. DOD protocol suite, Section 
C4.3.3. 
f. Operate in an office 
environment, Section C2.1. 
g. Transparent file access or
network file system protocol 

25. 600 MByte Nonremovable Disk Drive 
 a. Average access time: 20milliseconds 
b. Formatted capacity: 600 MB

26. Compute Server Memory 
a. Memory expansion to 64 Mbytes

27. Nine Track Magnetic Tape Device 
 a. 6250 Bpi 
b. 1600 Bpi 
c. Half- inch tape on 10.5 inch reels 
d. Operate in an office 
environment, Section C2.1. 

28. Pen Plotter 
a. Plot a D- size drawing 
b. 4- pen mechanism 
c. Operate in an office environment, Section C2.2.

29. Nonimpact Monochrome Plotter 
 a. Resolution: 400 X 400 dots per square inch 
b. Paper width: 36 inch 
c. Plot speed: 2 minutes for 
standard size D 
d. Operate in an office 
environment, Section C2.1. 

30. Nonimpact Color Plotter 
a. Resolution: 400 x 400 dots per square inch 
b. Colors: 1024 
c. Paper width: 36 inch 
d. Color plot speed: 15 min for 
standard size D 
e. Monochrome plot speed: 2 min 
for standard size D 
f. Operate in an office 
environment, Section C2.2. 

31. Color Hardcopy Printer/Plotter 
 a. Resolution: 300 x 300 dots per square inch 
b. Colors: 4096 
c. Plot an A- size drawing 
d. Operate in an office 
environment, Section C2.1. 

32. Low Speed Nonimpact Printer/Plotter 
 a. Resolution: 300 dots per inch 
b. Print speed: 8 pages per minute 
c. Adobe Postscript page description language or 
compatible 
d. Operate in an office 
environment, Section C2.1. 

33. Medium Speed Nonimpact Printer/Plotter 
 a. Resolution: 300 dots per inch 
b. Print speed: 20 pages per minute 
c. Adobe Postscript page description language or 
compatible 
d. Operate in an office 
environment, Section C2.1. 

34. Drawing Scanner 
a. Effective scan area: 34 inches wide by 44 inches long 
b. Resolution: 300 x 300 dots per 
square inch 
c. Operate in an office 
environment, Section C2.1. 

35. Aperture Card Scanner 
a. Scan area: MIL- C- 9877B and MIL- C- 9949 compatible 
b. Resolution: 200 X 200 dots per 
square inch 
c. Operate in an office 
environment, Section C2.1. 

36. Document Scanner 
a. Effective scan area: 8.5 inches wide by 14 inches long 
b. Resolution: 300 x 300 dots per 
square inch 
c. Operate in an office 
environment, Section C2.1. 

37. Color Graphics Photo Recorder 
 a. 35 mm Photographic output 
b. Image recording: color and black and white 
c. NTSC or RGB video 
d. Operate in an office 
environment, Section C2.1. 

38. Workstation Video Tape Output 
 a. Send displays to a VHS tape 
b. Operate in an office environment, Section C2.1. 

39. Workstation Video Input 
a. Capture frame from a VHS tape 
b. Resolution: 512 x 512 
c. Operate in an office environment, Section C2.1. 

40. Large Screen Projector a. Resolution: 1.0 megapixels 

41. Alphanumeric Terminal: 
a. Viewable diagonal screen size 13 inches 

42. Power Conditioner a. Surge suppression meets IEEE 587

43. Uninterruptable Power Conditioner 
 a. Surge suppression meets IEEE 587 
b. Backup power duration: 5 minutes of System Design 
workstation operation 

44A. GOSIP Protocol Suite 
a. Layers 3 through 6 of FIPS 146 and Layer 7 File Transfer Access Method
 
44B. Reserved

44C. DOD/GOSIP Protocol Translator 
 a. Bidirectional file transfer between FTAM and FTP protocols

45. DDN PSN Suite 
a. Interface to DDN

46. Public Network Protocol 
a. Interface over public telephone system

47. IBM 3770 Protocol 
a. Emulate a SNA RJE slave device 

48. IBM HASP Protocol                                                                                                                                                    a. Emulate a HASP slave terminal 

49. IBM 3270 Protocol 
a. Emulate a 3270 terminal

50. KERMIT Protocol 
a. Send and receive files using KERMIT public domain
asynchronous file transfer 
protocol 

51. Unix UUCP Protocol 
a. Send and receive files using a protocol compatible with Unix UUCP communications protocol 

52. Network Management Tool 
a. Network configuration control 
b. Network access control 
c. Session audit trail reporting 
d. Network configuration reports 
e. Network activity statistics reports 
f. Network performance statistics reports

53. FAN Office Kit 
a. IEEE 802.3A compliant 
b. 100 feet coax and connectors for 8 workstations

54. FAN Building Kit 
a. IEEE 802.3 compliant 
b. 100 feet coax, connectors and AUI's for 8 workstations

55A. Fiber Optic Office Kit 
a. Network hub controller 
b. 500 feet fiber optic cable                                                                                                                                              c. Connectors, MAU's and fiber optic attachment units for 8 workstations

55B. Fiber Optic Inter Building Kit 
a. 2 fiber optic repeaters for interconnecting IEEE 802.3 networks 
b. 500 feet of 62.5/125 micron fiber optic cable

56. Terminal ANLI 
a. Support 8 RS- 232- D terminals

57. Peripheral ANLI                                                                                                                                                           a. Support 1 RS- 232- D peripheral 

58. Digital Telephone 
a. 1.544 mbits/second T1 and DDS Interface compatible 

59. High Speed Modem                                                                                                                                                    a. 9600 bits/second 

60. Medium & Low Speed Modem                                                                                                                                 a. 300 to 2400 bits/second

61. Thickwire MMAU                                                                                                                                                       a. Fan out: 8 AUI interfaces 

62. Thinwire MMAU                                                                                                                                                         a. Fan out: 8 10Base2 interfaces

63. 10Base5 and 10Base2 Repeater 
 a. Interconnect 10Base5 and 10Base2 network segments

64. Reserved

65. 10Base5 and 10Base2 Bridge 
 a. Interconnect 10Base5 and Base2 network segments at 19.2 Kbits to 1.544 mbits/second

66. 10Base5 via IEEE 802.4 Token Bus Bridge/Route 
 a. Interconnect IEEE 802.3802.3A network segments 
via IEEE 802.4 token bus

67. High Speed Synchronous Communications Interface
Port
a. 1.544 mbits/second
 
68. Medium Speed Synchronous Communications Interface 
Port
a. 9.6 Kbits/second
 

69. Asynchronous Communications Interface Port 
 a. 1,200 to 19,200 bits/second

70. MS- DOS Environment 
a. MS- DOS Version 3.3 compatible 
b. Execute in a workstation window 
c. Execution speed equals an 8 MHZ 80286 processor
d. RAM: 640K 
e. Reserved 
f. Compatible with a 640 X 350 pixel, 16 color enhanced graphics adapter 
g. Import and export POSIX files

71. Program Development Tool Kits 
a. Link/load a C program 
b. Link/load a FORTRAN program 
c. Create an object module library
d. Prepare a program source code change history 
e. Trace subroutine calls during program execution                                                                                                     f. Trace variable value changes during program execution

72. Assembler Compiler                                                                                                                                                    a. Compile an assembler program

73. C Compiler                                                                                                                                                                    a. ANSI X3.159 compliant 

74. FORTRAN Compiler                                                                                                                                                    a. Certified ANSI X3.9 full language, as adopted by 
FIPS 69- 1. 

75. LISP Interpreter/ Compiler 
 a. Load and execute a common LISP program 

76. Knowledge Based Shell                                                                                                                                              a. Support development of an expert system with forward and backward chaining reasoning 

77. Mathematics and Statistics Subroutine Library                                                                                                     a. Elementary and special functions
b. Linear Algebra 
c. Interpolation 
d. Solution of non- linear equations e. Optimization
f. Differentiation and integration g. Differential and integral equations
h. Integral transforms
i. Approximation
j. Statistical probability 
k. Simulation and stochastic modeling
l. Provide C bindings 
m. Provide FORTRAN bindings 

78. Programmer's Hierarchical Interactive Graphics System (PHIGS) 
a. ANSI X3.144- 1988 or ISO 9592- 1 compliant
b. Provide FORTRAN bindings
c. Provide C bindings 

79. Graphical Kernel System (GKS) 
a. ANSI X3.124- 1985 Level 2C compliant, as adopted by 
FIPS 120 
b. Provide C bindings
c. Provide FORTRAN bindings

80. Reserved

81. Computer Graphics Metafile (CGM)                                                                                                                         a. ANSI X3.122- 1986 compliant                                                                                                                                          b. Provide FORTRAN bindings 
c. Provide C bindings 
d. Display a CGM file 
e. Plot a CGM file 

82. FORTRAN Conversion Tool 
a. Convert a CDC- FTN FORTRAN syntax to full language ANSI FORTRAN 
b. Convert a FORTRAN program to a C program 

83A. FORTRAN Execution Analysis Tool 
 a. Prepare a FORTRAN program execution analysis report of subroutine and loop execution times

83B. C Execution Analysis Tool 
 a. Prepare a C program execution analysis report of subroutine and loop execution times

84. Wireframe Modeling                                                                                                                                                   a. Prepare 3- D wireframe models 
b. Exchange associated data to and
from the relational data base
c. Provide a figure insert feature from a figure library, where a figure is a collection of entities
d. Import and export all IGES entities listed in Table C3-1. If a direct entity correspondence is not 
supported, Section C3.3.c.3. shall be adhered to. 
e. Output a CGM file
f. Import and export 3- D DXF models
g. Plot to all plotters, printer/
plotters and the plot server 

85. Surface Modeling                                                                                                                                                        a. Prepare 3- D surface models 
b. Exchange associated data to 
and from the relational data
base
c. Provide a figure insert feature from a figure library, where a figure is a collection of entities
d. Import and export all IGES 
entities listed in Table C3- 1. If a direct entity correspondence is not supported, Section C3.3.c.3. shall be adhered to. 
e. Output a CGM file 
f. Plot to all plotters, printer/
plotters and to the plot server 

86. Solid Modeling                                                                                                                                                            a. Prepare 3- D solids models                                                                                                                                          b. Exchange associated data to and from the relational data base
c. Provide a figure insert feature from a figure library, where a 
figure is a collection of 
entities 
d. Import and export all IGES 
entities listed in Table C3- 1. If a direct entity correspondence is not supported, Section C3.3.c.3 shall be adhered to. 
e. Output a CGM file 
f. Plot to all plotters, printer/
plotters and the plot server 
                                                                                                                                                                                            87. Drafting and Drawing Generation 
 a. Prepare 2- D construction drawings 
b. Exchange associated data to and from the relational data base
c. Perform architectural 
dimensioning 
d. Provide a figure insert feature from a figure library, where a figure is a collection of entities. 
e. Display raster and vector drawings simultaneously 
f. Import and export DXF drawings
g. Import and export all IGES 
entities listed in Table C3-1. If a direct entity correspondence is not supported, Section C3.3.c.3. shall be adhered to. 
h. Output a CGM file 
i. Plot a vector drawing to all 
plotters, printer/plotters and the plot server 
j. Plot a combined raster and 
vector image to the non- impact plotters and color hardcopy printer/plotter 

88. Relational Database System 
 a. Provide ANSI X3.135- 1989, compliant Structured Query 
Language (SQL) as adopted by 
FIPS 127.
b. Provide ISO 8211 level 3, compliant input and output Data Descriptive Files (DDF) as adopted by FIPS 123. 
c. Prepare and sort reports using a
report generator 
d. Provide a spreadsheet shell or a bidirectional interface to a spreadsheet package. If the spreadsheet is a separate package it shall be offered with this product.
e. Provide an input from generator                                                                                                                                  f. Provide a simplified user menu interface 

89. Modeling and Drawing Management System 
 a. Identify files related to a project 
b. Allow only authorized users 
access to project files 
c. Freeze a design version 
d. Prepare project reports listing the status and the management information pertaining to each file comprising a particular 
project 

90. Geometric and Mass Property Analysis                                                                                                                  a. Compute 2-D properties for area, perimeter, product of inertia, moments of inertia, and section modules
b. Compute 3-D properties for total surface area, volume, mass, centers of volume and mass, and moments and products of inertia
                                                                                                                                                                                            91. Mapping                                                                                                                                                                       a. Support the Universal Transverse Mercator projection 
b. Support the Lambert conformal conic projection 
c. Support geographic coordinates
d. Support state plane coordinates
for all 50 states 
e. Digitize existing mapsf.Scan existing maps
g. Produce 1:63,360 scale maps                                                                                                                                       h. Produce 1":40' scale maps

92. Geographic Information System 
 a. Perform spatial analysis calculations using vector 
operations 
b. Perform statistical analysis 
calculations 
c. Produce 1":40' scale maps 

93. Image Processing 
a. Perform grid cell raster manipulation 
b. Perform image correction 
c. Prepare a histogram analysis 
computation results report 
d. Produce draped images 
e. Read an unformatted LANDSAT
Thermatic Mapper image data 
tape 


94. Digital Terrain Modeling 
 a. Prepare and plot a 3- D grid network 
b. Plot a 3- D wireframe of terrain surfaces 
c. Prepare volumetric calculation results report 
d. Prepare and plot contour maps 
e. Read an USGS DLG topographic 
data tape 

95. Utilities Management 
a. Model a water distribution system and isolate a user 
defined section 
b. Model an electrical 
distribution system and 
isolate a user defined section 

96. Facilities Master Planning 
 a. Prepare a size A general development map 
b. Prepare a size A constraints map
c. Prepare a size A idealized map 
                                                                                                                                                                                            97. Architectural Programming and Design                                                                                                                   a. Prepare an adjacency matrix 
 b. Develop a bubble diagram
 based upon the adjacency matrix 
c. Develop a stacking diagram from the adjacency matrix 
d. Develop a schematic design 
e. Prepare preliminary floor plans 
f. Prepare preliminary building 
section views 
g. Prepare a 3-D architectural model

98. Architectural Documentation                                                                                                                                      a. Prepare presentation drawings
b. Prepare construction drawings 
c. Prepare a bill of material 

99. Interior Design and Space Management 
a. Prepare a 2-D furniture and equipment layout 
b. Prepare a 3-D furniture and 
equipment layout 
c. Prepare space utilization 
reports 
d. Prepare furniture and equipment bill of material 

100. Landscape Architecture                                                                                                                                           a. Prepare a landscape drawing 
b. Provide a vegetation bill of 
material 
c. Prepare a 3-D landscape display 

101. Industrial Process Simulations 
 a. Perform network model simulations

102. Surveying 
a. Prepare coordinate geometry computation results reports 
b. Prepare traverse closure 
computation results reports 
c. Prepare a survey boundary 
record map 
d. Read Wild EDM recorder data 
e. Read Geodimeter EDM recorder 
data 

103. Reserved 

104. Site Modeling and Material Quantity Estimating                                                                                                 a. Prepare a 3-D site model 
b. Prepare a site plan 
c. Prepare site cross-section 
drawings 
d. Prepare contour maps
e. Prepare cut and fill quantity estimate calculation results reports 

105. Shallow Foundation Analysis and Design 
 a. Prepare footing size computation results reports 
b. Prepare footing settlement 
computation results reports 

106. Slope Stability Analysis 
 a. Prepare slope stability analysis computation results 
reports 
b. Plot the slip plane cross 
section view 

107. Retaining Wall Design and Analysis 
 a. Prepare masonry retaining wall design computation results 
reports 
b. Prepare concrete retaining wall design computation results reports 
c. Plot the shear and moment 
diagrams for the stem and base 

108. Environmental Engineering 
 a. Prepare surface water and groundwater flow and solute 
transport in 2-D and 3-D models 
b. Model hazardous waste disposal sites and prepare volumetric calculation results reports 

109. Traffic Engineering                                                                                                                                                    a. Prepare a traffic flow model 
b. Prepare an intersection 
capacity analysis report 

110. Pavement Systems 
a. Prepare a rigid airfield pavement design report 

111. Hydrology 
a. Prepare a 3-D hydrologic model                                                                                                                                  b. Prepare a water run off report 

112. Water Supply System 
a. Prepare pipe pressure computation results reports 
b. Prepare water flow quantity and direction computation results reports 

113. Wastewater Collection System 
 a. Prepare carrying capacity computation results reports 
b. Plot flow quantity and 
direction 
c. Prepare average, minimum and 
maximum flow computation 
results reports 

114. Structural System Layout                                                                                                                                         a. Plot a 3-D frame model plot 
 b. Prepare a plot with uniform and concentrated loads on a 3-D frame model 
c. Prepare a data file for the 
structural analysis program 

115. Structural Analysis 
a. Prepare structural analysis computation results reports 
for beams, trusses, and frames
b. Plot axial force, shear, and 
moment diagrams 
c. Prepare preliminary member size computation results reports 
d. Prepare final member size 
computation results reports 

116. Steel Detailing 
a. Prepare a steel member size computation results report 
b. Prepare a steel framing plan 
c. Prepare a steel member schedule 

117. Concrete Detailing 
a. Prepare concrete member size computation results report 
b. Prepare concrete member schedule including reinforcing bars 

118. Masonry Detailing 
a. Design a masonry load bearing wall 
b. Prepare a masonry and reinforcing steel schedule 

119. Timber Detailing 
a. Size wood roof truss members and connections 
b. Size a glue laminated wood beam 

120. Indoor Electrical and Lighting Design 
 a. Prepare a feeder design report with electrical components and lighting listed 
b. Prepare a one- line circuit 
diagram 
c. Determine the number of 
luminaries using IES method 
and prepare computation results report 
d. Prepare illumination levels on work surfaces plot 

121. Outdoor Electrical and Lighting Design 
 a. Prepare a basewide distribution system plot 
b. Prepare an isofootcandle plot for a parking lot 

122. Communications, Control, Fire and Security Systems 
 a. Prepare a base wide telephone system model 
 b. Prepare a building telephone system model 

123. Electrical Analysis 
a. Prepare calculation results reports for the voltage drop of an electrical power 
distribution system 
b. Plot a one- line diagram of a specific power distribution 
circuit from an electrical power distribution system 

124. Pipe Network Analysis 
a. Plot a basewide distribution system 
b. Plot steam flow direction 
c. Prepare a computation results report for pipe network stress and deflection values 

125. Energy Analysis 
a. Prepare computation results report for heating and cooling loads 
b. Prepare a calculation results report showing the monthly energy usage 

126. Industrial Ventilation Analysis 
 a. Prepare a 3-D industrial ventilation system model 
b. Use the velocity pressure method to size and balance 
an industrial ventilation system 

127. Heating, Ventilating, and Air Conditioning 
 a. Prepare calculation results reports for heating and cooling loads 
b. Prepare ducts and fittings sizing computation results report 
c. Plot a 3-D duct network 

128. Plumbing 
a. Prepare calculation results report for hot and cold water distribution systems 
b. Plot a 3-D plumbing system model 
c. Prepare 2-D plumbing schematic drawings 

129. Fire Protection 
a. Prepare a sizing computation results report for a fire protection system 
b. Prepare fire alarm and sprinkler riser drawings 

130. Technical Document Authoring                                                                                                                             a. Perform word processing 
 b. Perform equation processing 
c. Merge graphics with text using CGM 
d. Import and export SGML compliant files 
e. Print a technical report having text, equations and graphics 
f. Import and export ASCII character files 

131. Graphing                                                                                                                                                                      a. Plot bar charts 
b. Plot line graphs 
c. Plot pie charts 
d. Plot combined line graphs and bar charts 
e. Plot word charts 
f. Plot free hand drawings 
g. Prepare CGM output

132A. Project Management Planning 
 a. Prepare a construction project plan 

132B. Guide Specification Interface 
 a. Assign a specification code to elements on a drawing
b. Print a specification code report

132C. Cost Estimating Interface 
 a. Assign a cost code to elements on a drawing
b. Print a cost code report

133. Finite Element Modeling and Post processing 
 a. Construct 2-D and 3-D truss,frame, plate, and shell models 
b. Display undeflected and deflected models based upon 
analysis results 
c. Display stress, force, and moment analysis results on 2-D 
and 3-D models 

134. Basic Finite Element Analysis 
 a. Perform 2-D and 3-D linear static and dynamic analyses 
b. Include beam, plate, shell, plane stress, plane strain, 
brick and spring elements 


135. Advanced Finite Element Analysis 
 a. Perform 2-D and 3-D nonlinear static and dynamic analyses 
b. Include beam, plate, shell, 
plane stress, plane strain, 
brick and spring elements 
c. Include nonlinear material 
laws. 

136. Heat Transfer and Stress Analysis 
 a. Perform 2-D and 3-D linear and nonlinear static and dynamic
analyses 
b. Include 1-D, 2-D, and 3-D elements 
c. Perform heat transfer analysis 
d. Perform stress analysis 
e. Couple heat transfer and stress analysis results 

137. Offshore Structures Analysis 
 a. Perform 2-D and 3-D linear and nonlinear analyses of offshore 
structures 
b. Perform time domain dynamic analyses 
c. Perform frequency domain dynamic analysis 
d. Include gravity, wave, current, wind, earthquake, and impact 
loading 

138. Linear Systems Dynamic Analysis 
 a. Compute natural frequencies mode shapes, and damping for linear
systems 
b. Model complete mechanical systems from components using 
finite elements and experimental modal analysis 
c. Compute real and complex model components from analysis and 
test results 
d. Perform forced response analysis 

139. Kinematic and Dynamic Analysis 
 a. Model complete mechanical systems 
b. Compute velocity acceleration, displacement, and force with
respect to time 

140. Data Analysis 
a. Analyze analytical and experimental test data 
b. Use waveform analysis techniques 

141. Failure Analysis 
a. Analyze analytic and test data to describe failure conditions 
b. Conduct static failure analysis 
c. Conduct environmental failure analysis 
d. Conduct dynamic failure analysis 

142. Thermal Analysis 
a. Solve lumped parameter representations of physical 
systems governed by diffusion-type equations 
b. Include conduction, convection, and radiation 
c. Include coupling to fluid networks 
d. Use resistor-capacitor (R-C) network models 

143. Continuous Systems Analysis 
 a. Simulate continuous and hybrid systems 
b. Use linear and nonlinear differential equations 
c. Use block diagrams 
d. Use bond graphs 
e. Provide a simulation programming language 

144. Classical Stress and Strain Analysis 
 a. Perform classical strength of materials calculation for 
static and dynamic loads
b. Include features for beams, rings, arches, frames, cables, 
plates, shells, pressure vessels, rotating shafts, 
torsion shafts, grillages, stress concentrations, bearing 
stresses, and springs 

145. Optimization Analysis 
a. Analyze linear problems using linear programming algorithms
b. Analyze nonlinear problems using nonlinear programming 
algorithms 

146. Control Systems Analysis                                                                                                                                       a. Analyze linear control systems
 b. Use frequency domain analysis 
c. Use time domain analysis
d. Use block diagram, transfer function, canonical form flow
diagrams, and direct matrix input

147. Fluid Flow Analysis 
a. Perform fluid flow analysis using the finite volume method 
b. Perform fluid flow analysis 
using the finite element method 
                                                                                                                                                                                          148. Symbolic Manipulation 
a. Perform algebraic manipulations 
b. Perform symbolic differentiation and integration 
c. Perform series approximation
d. Perform matrix and vector calculus 
e. Solve systems of equations
f. Prepare graphic displays

149. Mechanical Part Design                                                                                                                                           a. Wireframe modeling 
 b. Solid modeling 
c. Mechanical drafting and dimensioning 
d. 2-D and 3-D geometric and mass properties 
e. Material selection 
f. Libraries for fasteners, springs, user-defined assemblies
g. Mechanical part parametric generator 
h. Weld modeling 
i. Tolerance analysis 
j. Import and export all IGES entities listed in Table C3-1.  If a direct entity correspondence is not supported, Section C3.3.c.3. shall be adhered to. 
k. Output a CGM file 

150. Data Interchange  
a. Merge 3-D graphic model information to support combining separately prepared architectural, electrical, mechanical, and structural subsystem 3-D graphic models that are referenced to the architectural subsystem 3-D graphic model
b. Merge 2-D drawing information to support separately preparing architectural, electrical, mechanical, and structural subsystem 2-D drawings that are coordinated and referenced to the architectural subsystem 3-D graphic model 
c. Provide data interchange for the Architectural Documentation Applications as shown in Figure 
C6-3 
d. Provide data interchange for the Utilities Management Applications as shown in Figure C6-1.
e. Provide data interchange for the Facilities Master Planning Applications as shown in Figure C6-2
f. Provide data interchange for the Environmental Engineering Applications as shown in Figure C6-4
g. Provide data interchange for the Engineering Analysis Applications as shown in Figure C6-5
h. Provide a translator for the bidirectional exchange of 3-D 
models between the Utilities Management, Facilities Master
Planning, Architectural Documentation and Environmental
Engineering Applications (Figures 6-1, 6-2, 6-3 and 6-4) 


151. Training 
a. Provide the following training at Government and contractor 
locations:
1) Basic system management 
2) System user overview 
3) System and network operations
4) Drafting application and
drawing generation course 
5) Hardware maintenance course 
6) Architecture applications
overview 
7) Mechanical applications
overview 
8) Civil applications overview 
9) Mapping applications 
overview 
10) Structural applications
overview 
11) Electrical applications 
overview 
12) For each application software
product in Sections 
C8., C9., C10. 

152. Documentation 
a. Technical documentation shall be provided for each hardware 
and software product in Section B 
b. Provide documentation in accordance with Exhibit F

153. Hardware Maintenance 
a. The following hardware maintenance plans shall be
provided:
1) On-call, US, 6 Hours 
Time-to-repair (TTR) 
2) On-call, US, 12 HRS TTR 
3) Time and Materials, US, 12
HRS TTR 
4) Time and Materials, OCONUS,
27 HRS TTR 
5) Time and Materials, OCONUS,
45 HRS TTR 

154. Software Support 
a. Software support shall be provided for each software product in Section B 


155. Technical Support Services 
 a. Personnel in the following labor categories shall be
provided:
1) Senior computer scientist 
2) Computer scientist 
3) Computer science technician 
4) Senior engineer 
5) Engineer 
6) Engineering technician 
7) Senior clerical assistant 
8) Clerical assistant 

156. Contract Program Management 
 a. A single point- of- contact shall be provided that is responsible
for any and all contractual matters relative to this contract 

157. Federal Information Processing Standards (FIPS) 
 a. Comply with the FIPS listed in Attachment 5 


158. Software Licensing 
a. Provide single and multiple users paid- up licenses (SUPL
and MUPL) and single and mul-tiple users annual license (SUAL and MUAL) for application software products listed in Section B

159. ADA Compiler 
b. MIL- STD- 1815A compliant
                                                                                                                                                                                          160. Replacement Parts 
a. Replacement parts shall be provided as indicated in Section B

161. Supplies 
a. Supplies shall be provided as indicated in Section B
                                                                                                                                                                                           162. Software Substitution 
a. If an offered software product executes in the MS- DOS environment, the contractor shall substitute a product that executes in the POSIX environment at no additional cost to the Government in accordance with Section H7.5., excluding Section H7.5.2.2., within 2 years of the contract award date.

TABLE C1-2

EVALUATED OPTIONAL PRODUCTS

PRODUCT/COMPONENT                                                     REFERENCE 

1. Data Base Translator for                                                       Section C8.4.4.b.
Computervision Data Bases
(CADDS 4X Direct Translator)

2. Audio Visual Training                                                           Section C12.2.b.

3. Computer-aided Instruction                                                 Section C12.2.c.

C2. AVAILABLE FACILITIES 

C2.1. OFFICE ENVIRONMENT

The hardware products shall operate in an office environment defined as follows:

a. A non-controlled environment without temperature control in temperatures from 75 degrees F +/- 15 degrees F and ambient noncondensing relative humidity from 50% +/- 30%
b. A maximum equipment access width of a 34-inch doorway and a 80-inch height.
c. The floor loading shall not exceed 50 lbs per square foot. 
d. Standard power will be 1 phase 115V, 60 Hertz with an option to procure equipment for 220V, 50 Hertz.
e. An electromagnetic interference (EMI) level that meets FCC rules, Part 15, Subpart J, Class A.

C2.2. PLOTTER ENVIRONMENT

The specified plotter equipment and media shall operate in an office environment defined as follows:

a. A non-controlled environment without temperature control in temperatures from 60 degrees to 85 degrees F and ambient noncondensing relative humidity from 30% to 60%.
b. A maximum equipment access width of a 34-inch doorway and a 80-inch height.
c. The floor loading shall not exceed 50 lbs per square foot. 
d. Standard power will be 1 phase 115V, 60 Hertz with an option to procure equipment for 220V, 50 Hertz.
e. An electromagnetic interference (EMI) level that meets FCC rules, Part 15, Subpart J, Class A.

C3. STANDARDS

C3.1. NATIONAL AND INTERNATIONAL STANDARDS

a. National and international standards are fundamental for this contract. American National Standards Institute (ANSI) and International Standards Organization (ISO) standards are used throughout this specification. All commercially available hardware and software to be provided shall comply with the appropriate standards specified in the paragraphs describing the specific product. National and international standards not specified herein, that are germane to the hardware and software to be provided shall also be utilized. 
b. Computer-aided design and computer-aided engineering software described herein have referenced standards commonly used in the architecture and engineering professional community. All facilities engineering software shall conform to the respective appropriate standard commonly used in engineering practice. Professional societies, manufacturing associations, trade groups, and other professional groups have authored many of the standards utilized in the facilities construction and management industry. Some of these standards have been adopted by ANSI, while others have not been included in the ANSI collection. The emphasis of this contract is common industry practice.

C3.2. FEDERAL STANDARDS

a. All equipment and software to be provided shall comply with the Federal Information Processing Standards (FIPS) and other federal standards contained in Attachment 5. If at time of initial product acceptance, NIST does not have in place its verification test or procedures, then verification under those testing procedures will not be required for product acceptance, but will be required once the verification test or procedures are available.
b. Many of these standards incorporate ANSI and ISO standards, so there is some duplication. Many of the standards listed have been used by the Automatic Data Processing (ADP) industry supplying hardware and software to the Government for many years and are therefore common to that industry. 

C3.3. CAD/CAE STANDARDS

The required version of all standards shall be the latest version which has been approved and published by the Department of Defense, Department of Commerce, American National Standards Institute, or International Standards Organization, as of the date of proposal submission.

a. The following standards shall be supported as specified herein for each product. The standards shall be supported either by the product or through a secondary product(s).

1. Portable Operating System for Computer Environments (POSIX)
2. Government Open Systems Interconnection Profile (GOSIP)
3. Initial Graphics Exchange Specification (IGES)
4. Product Data Exchange Specification (PDES)
5. Computer Graphics Metafile (CGM)
6. Computer Graphics Interface (CGI)
7. Data Descriptive File (DDF)
8. C Programming Language
9. FORTRAN Programming Language
10. Structured Query Language (SQL)
11. Standard Generalized Markup Language (SGML)
12. Information Resource Directory System (IRDS)
13. Programmers Hierarchical Interface Graphics System (PHIGS)
14. Graphical Kernel System (GKS and GKS- 3D)
15. Computer-aided Acquisition and Logistic System (CALS) product and technical information exchange standards:
a) Automated Interchange of Technical Information, MIL-STD-1840A
b) Digital Representation for Communication of Product Data: Application Subsets, MIL-D-28000
c) Technical Manuals: Markup Requirements and Generic Style Specifications for Electronic Printed Output/Exchange, MIL-M-28001
d) Requirement for Raster Graphics Representation in Binary Format, MIL-R-28002
e) Digital Representation for Communication of Illustration Data: CGM Application Profile, MIL-D-28003
b. The following requirements apply to all standards listed in Section C3.3.a:
1. Initial Support: For Live Test Demonstration (LTD) and initial delivery purposes, the currently published version as of the date of proposal submission shall be used. Currently published shall be defined as the most recent version that has been published by the NIST in the Federal Register.
2. Subsequent Version Support: Beginning 6 months after contract award, the contractor shall provide an implementation of the subsequent version of the standard within the time limit specified in the standard or within 9 months of publication of the standard by NIST in the Federal Register if the time is not specified in the standard.
c. The following requirements apply to the data exchange
standards listed in Sections C3.3.a.3., C3.3.a.4.,
C3.3.a.5., and C3.3.a.15
1. Successor Format Support: The requirements for product data exchange formats shall be continued with the successors to IGES as coordinated through the NIST. Currently proposed successors include the Product Data Exchange Specification (PDES).
2. Previous Version Support: The contractor shall provide support for the version of the data exchange software that immediately precedes the currently published version of the product data exchange format.
3. Features Not Supported by the Exchange Standard:
a) Output: Features that are not supported in the current version of the product data exchange format shall be translated into the product data exchange entities and forms that transfer the maximum information.
b) Input: Product data exchange entities and forms that are not supported or that have no equivalent functionality in the receiving system shall be identified by an appropriate error or warning message. Wherever possible, alternate entity/form interpretations are encouraged (for example, if Entity 106, Forms 31 through 38, are not supported, then Entity 106, Form 63, "Simple Closed Area" would be an effective alternative).
4. Application Subset Support: It is the intent of this acquisition to fully support the concept of application subsets for product data exchange formats. Conformance to the subset may be accomplished by either pre- and postprocessor options, or an intermediate translator/converter.
5. Processor Testing: In fulfillment of the Subsequent Version Support and Successor Format Support Sections, proof of complete processors shall be indicated by providing processor testing results. Testing is considered acceptable if the testing is sanctioned by the National Institute of Standards and Technology (NIST) or the CALS Test Network (CTN).
d. If during the term of the contract or any extension thereto, any software or hardware that invokes an evolving industry standard required by Sections C3 through C10 fails in a subsequent version, release, or configuration of hardware and software, then the Contractor shall remedy the defect at no additional cost to the Government. 
e. The Contractor shall provide to the COTR annually, a critique of the standards listed in Section C3.3.a that relate to this contract as they are being developed. The critique shall include prototype test results and any modifications required to conform to the respective standard development/modification process. Conflicts between related standards shall be identified and the contractor's proposed solution shall be explained.
f. Beginning 12 months after contract award, when a draft standard that is referenced in this document is approved as a final standard, the Contractor shall provide an implementation of the standard within the time limit specified in the standard or within 9 months of publication of the standard by the originating standards organization. Any implementation under this paragraph shall be included in the Contractor's unit prices.

C3.4. IGES APPLICATION SUBSETS

a. The Contractor shall provide IGES pre and post processors for the two way transfer of data between the system representations and the IGES representation. Compliance with all IGES entities shown in Table C3-1 is a minimum mandatory requirement. These entities are required to permit the use of existing NAVFACENGCOM cartographic and architecture databases. Beginning 6 months after contract award, updates may be provided annually to add additional entities approved by the IGES/PDES community or make other changes corresponding to changes in IGES and MIL-D-28000. Conformance with these requirement may be accomplished by either pre and post processor options, separate pre and post processor programs, or an intermediate translator/converter.
b. The Contractor shall provide IGES pre and post processors for the two way transfer of data between the system representations and the IGES representation. Compliance with the complete MIL-D-28000 application subsets listed below is required:
1. Technical Illustrations (Class I)
2. Engineering Drawings (Class II)

C4. COMMUNICATIONS AND NETWORKS

C4.1. GENERAL REQUIREMENTS

The following requirements shall be included in the communications hardware and software described in this chapter.

a. BASIC FUNCTIONS. The basic communications functions include:
1. Transparent access to files residing on any networked storage device.
2. Remote access to run programs, check status, provide input, and review output on other workstations and servers.
3. File transfer between devices and file management.
4. File transfer from CAD2 to and from other (foreign) systems.

b. EASE OF USE. Products provided shall be as easy to use as is practicable.

c. STANDARDS. Standards will allow interoperation among multiple generations of resources and multiple vendor equipment. Standards shall be used where practicable between pieces of CAD2 equipment. Standards shall be used where communication with non-CAD2 equipment is needed.

d. ASCII TEXT FILE TRANSFER. ASCII text file transfer includes the transfer of memorandum, document type material including text and format control information, and application data files.
                                                                                                                                                                                    TABLE C3-1
MIL-D-28000CLASS II SUBSET WITH ADDITIONAL IGES ENTITIES

ENTITY/FORM/ENTITY NAME
100/ /Circular arc
102/ /Composite curve
104/ /Conic arc
106/11/Piecewise linear planar curve/coordinate pairs
106/12/Piecewise linear planar curve/coordinate triples
106/ 20/Centerline thru points
106/ 21/Centerline thru circle centers
106/31/Section form 31 (malleable iron)
106/32/Section form 32 (steel)
106/33/Section form 33 (bronze, brass, copper, and compositions)
106/34 /Section form 34 (rubber, plastic, and electrical insulation)
106/35/ Section form 35 (titanium and refractory material)
106/36/Section form 36 (marble, slate, glass, porcelain)
106/37/Section form 37 (white metal, zinc, lead, babbitt, and alloys)
106/38/Section form 38 (magnesium, aluminum, and aluminum alloys)
106/40/Witness line
106/63/Simple closed area
108/0/Unbounded plane
108/1/Bounded plane
110/ /Line
112/ /Parametric spline curve
114/ /Parametric spline surface
116/ /Point
118/ /Ruled surface
120/ /Surface of revolution
122/ /Tabulated cylinder
124/0/Transformation matrix determinant equals 1
124/1/Transformation matrix determinant equals -1
126/0/Rational B- spline curve, general curve
128/0/Rational B spline surface, general surface
128/2/Rational B spline surface, right circular cylinder
128/3/Rational B spline surface, cone
128/4/Rational B spline surface, sphere

* Indicates the required entity in IGES NBSIR88- 3813 but is not
part of MIL- D- 28000 Class II subset.

TABLE C3-1
MIL-D-28000CLASS II SUBSET WITH ADDITIONAL IGES ENTITIES

ENTITY/FORM/ENTITY NAME 

128/5/Rational B spline surface, torus
128/9/Rational B spline surface, general quadratic surface
130/ /Offset curve
* 132/ /Connect point
140/ /Offset surface
142/ / Curve on a parametric surface
144/ /Trimmed parametric surface
202/ /Angular dimension
206/ /Diameter dimension
210/ /General label
212/0/General note, simple note
* 212/1/General note, dual stack
214/ /Leader arrow
* 214/1/Leader arrow, wedge
* 214/2/Leader arrow, triangle
* 214/4/Leader arrow, no arrowhead
* 214/6/Leader arrow, filled circle
216/ /Linear dimension
218/ /Ordinate dimension
220/ /Point dimension
222/ /Radius dimension
228/ /General symbol
230/ /Sectioned area
304/ /Line font definition
* 304/2/Line font definition
308/ /Subfigure definition
* 312/ /Text display template
314/ /Color definition
* 320/0/Network subfigure definition
* 402/1/Associativity instance, unordered group with backpointers required
402/3/Associativity instance, views visible
402/4/Associativity instance, views visible, color line weight
* 402/7/Associativity instance, unordered group with backpointers not required
402/15/ Associativity instance, ordered group with backpointers not required
* 402/18/Associativity instance, flow associativity
404/ /Drawing

* Indicates the required entity in IGES NBSIR88-3813 but is not
part of MIL-D-28000 Class II subset.

TABLE C3-1
MIL-D-28000CLASS II SUBSET WITH ADDITIONAL IGES ENTITIES

ENTITY/FORM/ENTITY NAME

406/1/Property, definition levels
406/3/Property, level function
406/5/Line widening
406/15/ Name
406/16/Drawing size
406/17/Drawing units
408/ /Singular subfigure instance
410/ /View
* 420/0/Network subfigure instance

FINITE ELEMENT MODELING

* 136/ /Element Entity
* 134/ /Node entity
* 418/ /Load/constraint entity
* 406/11/Tabular Data Property Entity
* 146/ /Nodal results entity
* 148/ /Element results entity

* Indicates the required entity in IGES NBSIR88- 3813 but is not
part of MIL- D- 28000 Class II subset.





The Rest of This Page Intentionally Left Blank





e. BINARY FILE TRANSFER. Binary file transfer includes, but is not limited to, the transfer of binary application data that includes vector data, math models, graphic data, relational data, or executable program machine code.

f. REMOTE PROCEDURE CALL. Remote procedure call is the command of a program or other procedure on a workstation or server other than the one at which the operator is seated. Remote procedures shall be provided as described in Section C7.1.c.9.

g. HIGH SPEED COMMUNICATION. High speed communication shall include the transfer of large data files (> 500M bytes) between networked resources at very high speeds (> 1M bits/s throughput).

h. MESSAGE/FILE BROADCAST. Message/file broadcast includes the sending of messages between any pair or group of networked users or devices. This feature shall be supported and is described in greater detail in Section C7.12. It shall utilize the DOD standard Simple Mail Transfer Protocol (SMTP).

i. INTEROPERATION. Interoperation provides communication between existing CAD2 and non- CAD2 equipment. The CAD2 equipment shall interoperate with existing CAD equipment (e.g. CV- CDS 4000, CADDS 4X) sufficiently to transfer binary data, including: 
1. Computervision CDS 4000, CADDS 4X, 
2. Intergraph Corp 3000 Series Microstation 32, 
3. Personal Computers using TCP/IP.

j. UTILIZATION OF EXISTING RESOURCES. Utilization of existing resources includes networks, peripherals, and computer equipment that comply with standards identified by this initiative. Existing networks will provide a protocol independent backbone or protocol compatible backbone for interconnecting functional area networks (FAN) acquired through this solicitation.

k. ADDRESSABILITY. Addressability allows any user or device to communicate with any other user or device within a networked environment based on unique addresses. Addressing schemes appropriate to each communications layer shall be used.

l. SIMPLICITY. Simplicity includes the command of network services via a set of common commands (such as the DOD TELNET or CCITT X.3 PAD commands) even though multiple network technologies and protocol suites are involved. Network software operation shall be as simple as practicable, and shall be integrated into the user window environment (Section C7.2.).

m. MODULARITY. Modularity includes substituting small elements of the overall network without large and expensive retrofits as technologies and standards mature. The CAD2 network software and hardware shall be modular.

n. SECURITY. Security includes restricting access to the network and interconnected devices, authentication of users, and accountability for users activity. Security provisions, as detailed in Section C4.7.3. shall be provided.

o. NETWORK TRANSLATION. Translation of DOD standard protocols to international standard protocols is a requirement so that utility functions, such as messaging and file transfers, can interoperate transparent to the user. Network translation shall be provided, as a minimum in the form of the DOD-GOSIP translator detailed in Section C4.3.6.

p. NETWORK PERFORMANCE SPECIFICATIONS. Minimum network performance speeds have been established. These speeds will be measured at the OSI Transport Layer, TP4, or the corresponding DOD TCP layer. Two types of tests will be used:
1. Input-Output Pairs (IOP) are a measure of network performance with different levels of traffic. Several pairs of devices on the network conduct simultaneous communications. For example, workstation A transfers a file to workstation B, and simultaneously workstation C transfers a file to workstation D. Minimum requirements for this type of performance are in Table C4-1.
2. Input-Output Clusters (IOC) are a measure of network performance and server performance. Several devices on the network conduct simultaneous communications with one server. For example, workstations A, B, and C all try to get files from filer server #1 simultaneously. Minimum requirements for this type of performance are in Table C4-2.

C4.2. NETWORK ARCHITECTURE

The communications requirements stated throughout this chapter address Functional Area Networks (FANs). A FAN is the network entity that services communications needs associated with the Navy CAD/CAE function. FANs shall be provided in four types of kits. Each kit shall include all parts, hardware, and software needed to support an operational and technically complete FAN. 

C4.2.1. OFFICE KIT

This kit shall provide a basic IEEE 802.3A 10BASE2 coax system starter kit suitable for use in an office environment. At a minimum, the following shall be included:

a. Eighty meters or 250 feet of RG-58 coaxial cable.
b. Cable connectors and terminators to support eight devices.
c. A tool kit to complete installation of the FAN.


TABLE C4-1
INPUT-OUTPUT PAIRS PERFORMANCE REQUIREMENTS

Number of                        Minimum
Pairs                                Throughput

1                                       0.80 Mbps
2                                       0.78
3                                       0.75
4                                       0.73
5                                       0.62
6                                       0.49
7                                       0.41
8                                       0.35


TABLE C4-2
INPUT-OUTPUT CLUSTERS PERFORMANCE REQUIREMENTS

Number of                       Minimum
Devices                          Throughput

1                                      0.80 Mbps
2                                      0.78
3                                      0.75
4                                      0.68
5                                      0.53
6                                      0.43
7                                      0.35
8                                      0.30
9                                      0.25
10                                    0.19
11                                    0.19
12                                    0.17
13                                    0.15
14                                    0.13
15                                    0.12
16                                     0.10
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d. A user guide that includes directions for installing and testing the FAN and typical configurations. 
e. Support the CAD2 FAN interface (Section C4.3.1).
f. Support the DOD protocols (Section C4.3.3) to be replaced by GOSIP protocols (Section C4.3.2).

C4.2.2. BUILDING KIT

This kit shall provide a basic IEEE 802.3 CSMA/CD 10BASE5 coax system. At a minimum, the following shall be included:

a. 200 meters or 650 feet of 10BASE5 (thick wire) baseband coax cable.
b. Fire resistant and low smoke cable. 
c. 16 MAUs with AUIs (Section C4.5.1.).
d. One 10Base5 and 10Base2 repeater (Section C4.6.1.), with terminators and connectors as required, to interconnect two network segments.
e. One terminal, Asynchronous Network Layer Interface (ANLI) as specified by Section C4.4.1.1.
f. A user guide that includes directions for installing and testing the FAN and typical configurations. 
g. Network installation guidelines and drawings for typical installations.
h. FAN installation tool kits.
i. Support the CAD2 FAN interface (Section C4.3.1).
j. Support the DOD protocols (Section C4.3.3) to be replaced by GOSIP protocols (Section C4.3.2).

C4.2.3. CSMA/CD FIBER OPTIC OFFICE
KIT

This kit shall provide a 802.3 10BASEF Office Kit. Fiber optic cable shall be provided with fiber optic MAUs in place of thick coax MAUs. The same type of AUI cables shall be used as a thick- wire 802.3 network. The cable used in this kit shall be compatible with FDDI. At a minimum, the following shall be provided:

a. 500 meters or 1600 feet of 62.5/125 micron fiber cable with appropriate end fittings.
b. Eight Fiber Optic Attachment Units (Section C4.9.) and appropriate fittings.
c. Eight AUI cables at least 20 feet long.
d. A user guide that includes directions for installing and testing the FAN in typical configurations.
e. A tool kit to complete installation.
f. Support the CAD2 FAN interface (Section C4.3.1).
g. Support the DOD protocols (Section C4.3.3) to be replaced by GOSIP protocols (Section C4.3.2).
h. A network hub controller with:
1. 8 ports for fiber optic connections
2. 2 expansion ports for connection to other network hub controllers and fiber optic interbuilding kits (Section C4.2.4).
3. Status (TX/RX) and diagnostic indicators 

C4.2.4. FIBER OPTIC INTER-BUILDINGKIT

This kit shall provide a secure link between office or building FANs. At a minimum, the following shall be provided:

a. 500 meters or 1600 feet of 62.5/125 micron fiber cable with appropriate end fittings.
b. Two Fiber Optic Inter- Repeater Link (FOIRL) Repeaters (Section C4.6.2), including one AUI and MAU for each 10BASE5 connection.
c. A user guide that includes directions for Government installation and testing the FAN in typical configurations.

C4.3. PROTOCOLS

This section identifies multiple communications environments.

a. The primary environments are those associated with the efforts of the International Organization for Standardization (ISO); the Corporation for Open Systems (COS); and the National Institute of Standards and Technology (NIST) as they pertain to the Manufacturing Automation Protocol (MAP); the Technical and Office Protocol (TOP); and the Government Open System Interconnection Profile (GOSIP). 
b. Interoperation with the secondary environments, known as the DOD and vendor unique environments, is also required. The DOD to ISO interoperation requirement shall support the transition from existing Government Owned Equipment (GOE) and the solicited CAD/CAM equipment, and ultimately to the GOSIP, TOP, and MAP environments.
c. To further facilitate transition to the ultimate open systems interconnected environment, protocols are specified as two (2) levels within each standards group. The first level incorporates minimally acceptable and currently available products (i.e., ISO standards for OSI Levels 1 and 2 and TCP/IP within a workstation). It is anticipated that a blend of these lower- level, more common protocols and vendor- unique or public domain high level protocols will be used initially. Over time, it is the Navy's intent to migrate to the full 7-layer OSI protocol suite. 
d. The 7-layer DOD protocol suite (Section C4.3.1., plus Section C4.3.3.) shall be provided at contract award.
e. The communications protocol relationships and envisioned method of translating between the various standard environments are illustrated in Figure C4-1.

INSERT FIG C4-1

C4.3.1. CAD2 FAN INTERFACE

This specification includes standard protocols through Layer 2 of the ISO reference model as specified by FIPS- PUB 146. This product shall incorporate the requirements in Sections C4.3.a. through C4.3.e. The CAD2 FAN interface is the basis for all communications within the FAN and shall be provided
with the following items:

a. Physical Layer (Layer 1) - shall include: 
1. IEEE 802.3, 10BASE5, 
2. IEEE 802.3A, 10BASE2 CSMA/CD, 
3. IEEE 802.3 10BASEF.
b. Data Link Layer (Layer 2) - IEEE 802.2, Type 1, Class 1 Logical Link Control (LLC).

C4.3.2. GOSIP PROTOCOL SUITE

This specification includes standard protocols through Layer 7 of the ISO reference model as specified by FIPS PUB 146. This product shall incorporate the requirements in Sections C4.3.a. through C4.3.e. GOSIP protocols shall be implemented on the FAN when available. This level shall work with and on top of the CAD2 FAN interface, and shall be provided with the following items:

a. Network Layer (Layer 3) - Shall include the following:
1. Internet Protocol (IP) in accordance with ISO 8348 and ISO 8473 (Connectionless Mode).
2. Interfaces to both IEEE 802.2 and CCITT X.25 (1984).
3. Data packet life shall be extended to 2 minutes.
4. Incorporation of GOSIP Chapter 6, Basic Security
5. Check sums shall be turned on and employed
b. Transport Layer (Layer 4) - Transport Protocol 4 (TP4) in accordance with ISO 8072 and ISO 8073 incorporating Military Supplement ICST/SNA-85-17, 1985.
c. Session Layer (Layer 5) - ISO 8326 and ISO 8327 session level protocol specifications.
d. Presentation Layer (Layer 6) - Shall include the following:
1. Connection Oriented Presentation Protocol in accordance with ISO 8822 and ISO 8823.
2. Abstract Syntax Notation One (ASN.1) in accordance with ISO 8824 and ISO 8825-2.
e. Application Layer (Layer 7) - Shall include the following:
1. Association Control Service Elements (ACSE) in accordance with ISO 8649-2 and ISO 8650-2.
2. File Transfer and Access Management (FTAM) in accordance with ISO 8571-1, ISO 8571-2, ISO 8571-3, and ISO 8571-4.
3. CCITT Message Handling System in accordance with CCITT X.400 (Red Book, 1984), X.401, X.403, X.409, X.410, X.411 and X.420.
f. This feature shall interface with the mail system (Section C7.12) such that, at a minimum, mail between FAN-connected devices and remote devices connected by router or bridge shall be in X.400 format by default.

C4.3.3. DOD PROTOCOL SUITE

This specification shall include DOD/Military Standard protocols which will operate on top of CAD2 FAN interface protocol. This product shall incorporate the requirements in Section C4.3.a through C4.3.e. DOD protocols will provide higher level communication services. This specification shall provide the following:

a. Data Link to Network Layer - Shall include: 
1. MIL STD-1777, Internet Protocol (IP).
2. Internet Control Message Protocol (ICMP).
b. Address Resolution Protocol (ARP).
c. Transport to Session Layer - Shall include MIL- STD- 1778, Transport Control Protocol (TCP).
d. User Datagram Protocol (UDP).
e. Presentation to Application Layer - Shall include the following:
1. MIL-STD-1781, Simple Mail Transfer Protocol (SMTP).
2. MIL-STD-1780, File Transfer Protocol (FTP).
3. MIL-STD-1782, TELNET Protocol including user and server features.
4. RFC 1034 and RFC 1035, Domain Name System (DNS), including MX records for mail.
5. RFC 1059, Network Time Protocol (NTP).

C4.3.4. RESERVED

C4.3.5. DDN PACKET SWITCHED NODE (PSN) SUITE

DDN PSN suite shall provide the lower level physical and other connections needed for a FAN to communicate with the Defense Data Network (DDN). Therefore, in general, it shall be installed on the communications server. This product shall incorporate the
requirements in Section C4.3.a. through C4.3.e. and shall include the following items:

a. Physical Layer - MIL-STD-114-A (EIA RS- 449 and EIA RS422)
b. Data Link Layer - High Level Data Link Control, Link Address Protocol - B (HDLC LAP- B).
c. Network Layer - DDN Standard X.25.
d. Exterior Gateway Protocol (EGP) in accordance with RFC 904.

C4.3.6. DOD/GOSIP PROTOCOL TRANSLATOR PRODUCT

This product shall be provided for the communications servers and shall translate to and from GOSIP (OSI) and DOD protocols such that the process is transparent to the end user. This product will have essentially two applications. First, it shall permit interoperation of OSI- compliant and DOD-compliant applications software within the same FAN. Second, it shall permit interoperation of OSI- compliant software with the DOD Internet. This product shall incorporate the requirements in Section C4.3.a. through C4.3.e. and provide the following at a minimum:

a. Logical Link Control (LLC) processes to ensure that network access management is controlled adequately to prevent data loss.
b. Address resolution from the DDN 32- bit address to GOSIP 48-bit address and vice versa.
c. User and file name conversion/deconversion to ensure completeness of destination addressing.
d. DDN IP/X.25 Standard to GOSIP X.25 connectionless network layer service and vice versa.
e. FTAM to FTP and vice versa.
f. CCITT X.400 Messaging to SMTP and vice versa.

C4.3.7. PUBLIC NETWORK PROTOCOL PRODUCT

Public switch network protocols shall be provided to permit workstations or FANS to communicate with the outside commercial world using public networks similar to the telephone system. This product shall incorporate the requirements in Section C4.3.a. through C4.3.e. This product shall provide the following minimum requirements:

a. Provide CCITT X.25 connection- oriented protocol service through Level 3 of the OSI reference model. The X.25 standard shall comply with the 1984, or later, version of the CCITT standard.
b. Operate using the appropriate communications ports specified in Section C4.7.
c. Be certified for operation over public data networks: 
1. Telenet
2. Tymnet
d. Operate concurrently (seemingly at the exact point in time) with any other communications protocols running on the same device.

C4.3.8. PROPRIETARY PROTOCOL PRODUCTS

These products may at the Contractor's discretion be provided in addition to, but not as a substitute for, the standard protocol products. If provided, proprietary protocols shall operate concurrently with the standard protocols.

C4.3.9. DEFACTO-STANDARD PROTOCOL PRODUCTS

Defacto-standard protocols shall be provided that incorporate the requirements in Section C4.3.a. through C4.3.e. These products shall include:

a. Compatibility and interoperation with Transparent File Access (TFA) and with the Network File System (NFS), Version 2.0, in accordance with the public domain specification provided by Sun Microsystems, providing both server and client features.
b. IBM 3770 SNA RJE Slave.
c. IBM HASP Slave.
d. IBM 3270 SNA Interactive Protocol from any terminal or workstation. This feature shall provide 3270 terminal emulation from:
1. Any Contractor provided workstation on the FAN.
2. Any ANSI X3.64 compatible terminal attached to the FAN via ANLI, workstation, or communications server.
3. Any Government provided IBM compatible personal computer attached to the FAN via IEEE- 802.3 interface.
e. KERMIT public domain asynchronous file transfer protocol.
f. Compatibility and interoperation with the Unix UUCP communications protocol including RUUSEND, RMAIL and RNEWS remote execution commands. NEWS shall be compatible with USENET Network News Version 'B' 2.11 or Version 'C' and shall include a READNEWS compatible read command. 

C4.3.10. DEVICE DRIVER PRODUCTS

Device drivers shall be provided for control links between workstations and all plotters and printer peripherals. These products shall incorporate the necessary software and documentation (refer to Section C5.4.d.)

C4.4. INTERFACES

The interfaces addressed in this section define the electrical, mechanical, and functional standards for interconnecting Data Circuit Terminating Equipment (DCE) and Data Terminal Equipment (DTE). These standards are for the interconnection of existing resources to the solicited FAN and CAD/CAE resources. Interfaces shall be provided within the following general guidelines:

a. The default interface for all asynchronous, bisynchronous, or synchronous DCE or DTE operating at less than 20K bits/s shall be EIA RS-232-D Type E Duplex.
b. The default interface for all synchronous DCE or DTE operating at speeds greater than 20K bits/s shall be EIA RS- 449 implemented in accordance with EIA RS-422 balanced electrical interface.
c. The default interface between workstations and peripheral equipment with external connections which exceed 50 feet and are not connected to a FAN shall be either EIA RS-232-D or EIA RS-449/422.

C4.4.1. ASYNCHRONOUS NETWORK LAYER INTERFACE (ANLI)

Two types of ANLI shall be provided: A Terminal ANLI, for connection of asynchronous terminals to the FAN, and a Peripheral ANLI, for connection of plotters, printers, and similar devices to the FAN. These functions may be combined into one device. This product shall incorporate the requirements in Section C4.4.a. through C4.4.c.

C4.4.1.1. TERMINAL ANLI

A Terminal ANLI shall be provided for connection of asynchronous terminals to the FAN.  The device shall:

a. Include at least 16 Network Service Access Points (NSAP).
b. Include configurable speeds of 1.2K to 19.2K bits/s.
c. Provide EIA RS- 232- D electrical, mechanical, and functional interface.
d. Provide a nonpacketized (i.e., clear ASCII text and binary data) data stream entering and leaving the ANLI-NSAP.
e. Include sixteen RS- 232 cables at least 20 feet in length.
f. Include one Medium Attachment Unit (Section C4.5.1.) for 10BASE5 FANs and 10BASE2 FANs.
g. Include the client and server DOD TELNET protocol and the TCP IP protocols.

C4.4.1.2. PERIPHERAL ANLI

A Peripheral ANLI shall be provided for connection of asynchronous serial peripherals, such as plotters and printers to the FAN. The device shall:

a. Include at least one Network Service Access Points (NSAPs).
b. Include configurable speeds of 1.2K and 19.2K bits/s.
c. Provide at least 2 EIA RS-232-D electrical, mechanical, and functional interfaces.
d. Provide any other interface needed for vendor- provided peripheral devices.
e. Include one Medium Attachment Unit (MAU) for 10BASE5 FANs and 10BASE2 FANs.
f. Include or support the device driver products specified in Section C4.3.10.
g. Provide one electrical and functional interface compatible with either a 25-pin D-connector or a centronics 36-pin parallel port.

C4.4.2. MODEMS AND DIGITAL TELEPHONE INTERFACES

Modems shall be provided as internal or table-top versions in the categories as follows:

C4.4.2.1. DIGITAL TELEPHONE INTERFACE

This product shall include:

a. 56K bits/s to 1.544M bits/s, switch selectable in increments of 56K or 64K over the entire 1.544M bits/s range.
b. Compatible with Service Type T1 and Dataphone Digital Service (DDS).
c. EIA RS- 449 and RS- 422 DTE interface.

C4.4.2.2. ANALOG MODEM, HIGH SPEED

This product shall include:

a. User-selectable fixed DTE interface speed of 4800 bits/s to 19200 bits/s.
b. Data compression with 9600 bits/s throughput.
c. EIA-232-D DTE interface.
d. Computer-generated auto-dialing.
e. Error detection and correction.
f. CCITT V.32 compliant.
g. Operable on 2-wire dial-up and 4-wire leased lines.

C4.4.2.3. ANALOG MODEM, MEDIUM AND LOW SPEED

This product shall include:

a. Error correcting and data compression functions by one of the following methods:
1. CCITT V.42
2. X.PC
3. Microcomputer Network Protocol (MNP)
b. Command to enable and disable error correction and data compression functions.
c. 300, 1200, and 2400 bits/s speeds with error correction disabled.
d. Hayes modem AT command set compatibility.
e. Computer-generated auto-dialing.
f. User-selectable DTE interface speed of 1200 to 19200 bit/s.
g. EIS-232-D DTE interface.
h. Bell 103, Bell 212A, and CCITT V.22 bis compliant.

C4.5. BASEBAND COAX ATTACHMENT UNITS

C4.5.1. MEDIUM ATTACHMENT UNIT (MAU)

This product shall include:

a. MAU in accordance with IEEE 802.3 design specifications.
b. IEEE 802.3 compatible Attachment Unit Interface (AUI) cable at least 20 feet long.


C4.5.2. THICK WIRE MULTIPORT MEDIUM ATTACHMENT UNIT (MMAU) 

This product shall include:

a. A single 10BASE5 MAU and Attachment Unit Interface (AUI) cable at least 20 feet long.
b. A fan-out to at least eight AUI interfaces per MMAU.
c. Power, status, and fault indicator lights/LEDs.
d. It is acceptable for this unit to be combined with the thin wire MMAU.
e. Non-intrusive tap.

C4.5.3. THIN WIRE MULTIPORT MEDIUM ATTACHMENT UNIT (MMAU)

This product shall include:

a. A single 10BASE5 MAU and AUI cable (at least 20 feet long) and electrical interface.
b. A fan- out to at least eight thin-wire 10BASE2 interfaces per MMAU.
c. Power, status, and fault indicator lights/LEDs.
d. It is acceptable for this unit to be combined with the thick wire MMAU.
e. Non-intrusive tap.

C4.6. REPEATERS, ROUTERS, BRIDGES, AND GATEWAYS

Repeaters, bridges, routers, and gateways shall be provided to support the following functional interoperation requirements. Projected use of these devices is depicted in Figure C4-2. The following definitions are used:

Repeater   A repeater is a passive device that extends network segment distances.

Bridge      A bridge provides interconnection of two similar network segments. The two segments may be separated geographically, and may require a lower speed interconnection. It filters addresses at Layer 2 of the OSI model, and forwards only those destined for the other segment. It is transparent to protocols at Layer 3 and higher.

Router     A router provides interconnection of two similar or dissimilar network segments to form a logically uniform network segment. The two segments may be separated geographically, and may require a lower speed interconnection. It filters addresses at Layer 3 of the OSI model, and forwards only those destined for the other segment. It is transparent to protocols at Layer 4 and higher.


Insert Figure C4-2


                                                                                                                                                                                 Gateway   A gateway provides an interconnection method between two dissimilar networks. The gateway acts as a translator between protocols up to Layer 7 of the OSI model. Gateways are often used for applications such as mail. An example of gateway usage is to connect X.400 mail systems to SMTP mail systems.

C4.6.1. 10BASE5 AND 10BASE2 REPEATER

Each repeater shall:

a. Include an AUI cable and connectors for each 10BASE5 connection.
b. Include one MAU for each 10BASE5 connection.
c. Include one BNC interface for each 10BASE2 connection.
d. Interconnect the following network segments:
1. 10BASE5 to 10BASE5
2. 10BASE5 to 10BASE2
3. 10BASE2 to 10BASE2
e. The repeaters shall be configurable to filter packets at layer 2, layer 3, or a combination of both.

C4.6.2. FIBER OPTIC INTER-REPEATERLINK (FOIRL) REPEATER

The FOIRL repeater shall connect two 802.3 segments together via fiber optic cable. The FOIRL repeater shall function in and be ordered in pairs. The FOIRL repeater pair will appear to other devices on a 802.3 segment to be a single 802.3 repeater. The FOIRL repeater shall:

a. Have connection for 802.3 (thick-wire, 15- pin) and 802.3A (thin-wire, BNC); user selectable.
b. Support connections between:
1. Thick wire to thin wire.
2. Thick wire to thick wire.
3. Thin wire to thin wire.
c. Use standard fiber optic cable (62.5/125 micron).
d. Include a MAU (transceiver) and AUI (15-wire cable).
e. The repeaters shall be configurable to filter packets at layer 2, layer 3, or a combination of both.

C4.6.3. 10BASE5 AND 10BASE2 BRIDGE

Each bridge shall:

a. Include an AUI and MAU for each 10BASE5 connection.
b. Allow medium independent connections at speeds ranging from 19.2K to 1.544M bits/s.
c. Provide MIL-STD 114-A balanced interfaces for interconnection channels.
d. Include one BNC interface for each 10Base2 connection.

C4.6.4. 10BASE5 VIA IEEE 802.4 TOKEN BUS BRIDGE/ROUTER

Each router shall:

a. Include an AUI and MAU for each 10BASE5 connection.
b. Provide protocol independent operations above ISO Level 2 or 3 protocols.
c. Employ the IEEE 802.4 Token Bus protocol as the intermediate network system protocol.
d. Include a cable, at least 10 feet in length, and connectors for each broadband Token Bus connection.
e. Operate on any valid IEEE recommended Token Bus channel.
f. Operate at 10M bits/s data rate.
g. Include address filtering such that only packets destined for a remote subnetwork traverse the intermediate network system.

C4.7. COMMUNICATIONS PORTS AND ACCESS

The purpose of this section is to specify items that will allow the Government to configure a workstation processor as a network front end processor or communications server. Configured as such, this workstation operates like a gateway and would perform a multitude of functions, including, but not limited to, security and access controls.

C4.7.1.  SYNCHRONOUS COMMUNICATIONS INTERFACE PORT

Interface ports shall be provided as a protocol independent service that allows the Government to implement internally generated and other non-CAD 2 protocols via such service. These may include, for example, protocols such as DEC's DDCMP, IBM's Synchronous Data Link Control (SDLC), or Computervision's CVnet. The products called for by this section shall be provided for all workstation platforms. At a minimum, the following services shall be provided:

a. High Speed Interface - includes service from 56K to 1.544M bits/s selectable in increments of 56K or 64K bits/s over the entire 1.544M bits/s range. The physical interface shall be MIL- STD 114- A.
b. Medium Speed Interface - includes service between 2.4K and 19.2K bits/s selectable in increments of 2.4K bits/s. The physical interface shall be an EIA-232-D.

C4.7.2.  ASYNCHRONOUS COMMUNICATIONS INTERFACE PORT

Asynchronous communications ports shall be provided for all workstation platforms. These interfaces shall at a minimum:

a. Include an EIA RS-232-D, electrical, mechanical, and functional interface.
b. Operate at user-selectable speeds of 1200, 2400, 4800, 9600, and 19,200 bits/s.
c. Support XON/XOFF (ANSI X3.1, DC1 and DC3) flow control.

C4.7.3.  COMMUNICATIONS ACCESS CONTROL

Communications security is intended to prevent access by users, devices, or systems that are not a local element of the networked environment supported by a workstation performing external communications gateway functions. Excluded resources would be, for example, workstations connected to a local FAN which is connected to the Communications Server in question. This security mechanism is known as "front door access control" in order to prevent dial-up, DDN, PSTN, or other remote users from gaining access to the Communications Server or other resources associated with its FAN environment. At a minimum, this security feature shall include:

a. A password scheme consisting of at least seven randomly generated alpha or numeric digits.

C4.8. NETWORK MANAGEMENT

The network management product shall be provided as a discrete item. This product shall include the following features at a minimum:

a. INTEGRATION. This feature shall allow the network management product to be integrated fully with the FAN it services through the following process:
1. Physical connection to the FAN.
2. Loading configuration and control tables.
b. CONFIGURATION CONTROL. This feature shall support a network manager to determine and maintain the following at a minimum:
1. Overall system configuration.
2. Determination of network node status.
3. Maintenance of current component revision.
c. ACCESS CONTROL. This feature manages the establishment of sessions between specified network nodes or access ports. At a minimum, this feature shall include:
1. Default a new node to accept all session requests.
2. Deny access requests based on source address of request and denial directives of the destination address.
3. Maintain records of accesses denied including the following at a minimum:
a) Date and time of attempted access.
b) Source address.
c) Destination address.
d. ACCOUNTABILITY. This feature shall provide the following at a minimum:
1. Maintain records of date and time when sessions are established and disestablished.
2. Maintain records of source and destination address (from HDLC header) and NSAP (from internet header).
3. Maintain records of number packets and total bytes transferred during a given session.
e. REPORTING:
1. AUDIT TRAIL - This feature shall include a product that will report the following upon request at a minimum:
a) Session establishments, durations, pocket counts, octet counts, and error packet counts for a specified NSAP during the most recent past 24 hours.
b) Session attempts/denials for a given source NSAP, including reason code, for the most recent 40- hour period.
2. CONFIGURATION - This feature shall include a product that, as a minimum, will report the following:
a) Network configuration based on active sessions at time of request.
b) Network configuration based on nodes registered (know addresses) with the network management product.
c) Current revision of network node hardware and software.
3. ACTIVITY/PERFORMANCE STATISTICS - This feature shall include a product that, as a minimum, will report the following:
a) Total packets, octets, and sessions during the most recent past 40 hours.
b) Total session and packet denials ordered by reason code for the most recent past 40 hours.
c) List of sessions and destinations for a specified source NSAP, ordered by date, for the most recent 40 hours.

C4.9. FIBER OPTIC ATTACHMENT UNIT (FOAU)

This product shall include:

a. Fiber optic attachment unit in accordance with IEEE 10BaseF.
b. IEEE 802.3 compatible Attachment Unit Interface (AUI) cable at least 20 feet long.
c. ST end fitting and connector for attachment to 62.5/125 micron fiber optic cable.

C5. HARDWARE REQUIREMENTS

C5.1 GENERAL HARDWARE REQUIREMENTS

This section specifies the general requirements for generated noise, environmental and utility conditions, hardware interchangeability, cables, wheels, size, battery supported clock, connectors, and thermal protection. These requirements apply to all workstations, servers, peripherals, etc. defined in this chapter. General hardware architecture is shown in Figure C5-1.


	


