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ATTACHMENT 5
STANDARDS AND REFERENCES


1. HARDWARE

1.1. BIT SEQUENCING-SERIAL DATA TRANSMISSION
All applicable equipment or services that may result from this requirement, transmitting in a serial-by-bit, serial-by-character mode, must provide bit sequencing as prescribed in FIPS PUB 16-1, for the transmission of the Standard Code for Information Interchange, FIPS PUB 1-2, at the interface between data terminal equipment and data communication equipment.

1.2. CHARACTER STRUCTURE/PARITY-SERIAL DATA TRANSMISSION
All applicable equipment that may result from this requirement, transmitting in a serial-by-bit, serial-by-character synchronous or asynchronous mode, must transmit the character structure and sense of character parity prescribed in FIPS PUB 17-1, for the transmission of the Standard Code for Information Interchange, FIPS PUB 1-2, at the interface between data terminal equipment and data communication equipment.

1.3. CHARACTER STRUCTURE/PARITY-PARALLEL DATA TRANSMISSION
All applicable equipment or services that may result from this requirement, transmitting in a parallel-by-bit, serial-by-character mode, must transmit the character structure and sense of character parity prescribed in FIPS PUB 18-1, when transmitting the Standard Code for Information Interchange, FIPS PUB 1-2, at the interface between data terminal equipment and data communication equipment.

1.4. SYNCHRONOUS VOICE BAND DATA SIGNALING RATES
All applicable equipment or services resulting from this requirement that are employed in conjunction with synchronous data communication equipment designed to operate on binary encoded information in either serial or parallel fashion over voice grade communication channels of nominal 4kHz bandwidth must comply with FIPS PUB 22-1.

1.5.  9TRACKTAPE EQUIPMENT-1600CPI, PE
All 9-track digital magnetic tape recording and reproducing equipment resulting from this requirement and employing 1/2-inch-wide tape at the recording density of 1,600 characters per inch, phase encoded (CPI,PE), including associated programs, shall accept and generate recorded tapes in compliance with the requirements set forth in FIPS PUB 25.

1.6. RECORDING CHARACTERISTICS 9TRACK, 6250 CPI TAPE
All applicable digital magnetic tape recording and reproducing equipment which results from this requirement and employs 1/2-inch-wide (12.7 mm) magnetic computer tape at the recording density of 6250 characters per inch (246 characters per millimeter) group coded recording, including associated programs, shall accept and generate recorded tape in compliance with the requirements set forth in FIPS PUB 50.

1.7. RECORDING CHARACTERISTICS-32 BPMM 3.810 mm TAPE
All magnetic tape cassette recording and reproducing equipment which results from this requirement and employs 3.810 mm (0.150 in.) wide magnetic tape at the recording density of 32 bits per millimeter (800 bits per inch) using phase encoding techniques, including associated programs, shall accept and generate recorded tapes in compliance with the requirements set forth in FIPS PUB 51.

1.8. RECORDED CHARACTERISTICS-4 TRACK 63 BPMM 6.30 mm MAGNETIC TAPE
All magnetic tape cartridge recording and reproducing equipment which results from this requirement and employs 6.30 millimeter (0.250 inch) wide magnetic tape with one, two, or four independent serial data tracks at recording densities of 63 bits per millimeter (1600 bit per inch) using phase encoding techniques, including associated software, shall accept and generate recorded magnetic tape cartridges in the code and format as specified in FIPS PUB 1-2 and FIPS PUB 52.

1.9. DATA LINK CONTROL-SYNCHRONOUS BIT-ORIENTED
All systems, equipment, and services using synchronous, bit-oriented data communications offered as a result of this requirement shall implement the classes of procedures specified in FIPS PUB 71.

1.10. ADDITIONAL ASCII CONTROLS FOR CHARACTER-IMAGING ADP EQUIPMENT OR SERVICES
All applicable ADP character-imaging equipment or services (e.g., interactive ADP terminals of the display and printer type, line printers, microfilm printers, typesetting composers, word processors, and related devices or services using such devices) must comply with the requirements set forth in FIPS PUB 86 when such equipment or services employ the character set and encoding conventions prescribed in FIPS PUB 1-2, employ primarily character oriented controls, and are consistent with the architectural assumptions for devices in Appendix B, ANS X3.64-1979. All ADP terminals that meet these conditions are included in this requirement if they contain alphanumeric keyboards and CRT displays or printers that may be used in any form of on-line interactive application or stand alone off-line data preparation. Computer resident control software may be used, but is not required, to implement the specific features of FIPS PUB 86, unless specified elsewhere in this document. 

There are requirements specified elsewhere in Sections C5 and C7.

1.11. DIGITAL MAGNETIC TAPE CASSETTE EQUIPMENT AND ASSOCIATED PROGRAMS
All digital magnetic data cassette recording and reproducing equipment which employ dual track, complementary return-to-bias (CRB), four-states recording techniques on 3.81 mm (0.150 in) tape, including associated programs, offered as a result of the requirement of which this is part shall accept and generate recorded tape cassettes in compliance with the requirements set forth in the Federal standard as stated in FIPS PUB 91.

1.12. MAGNETIC TAPE CARTRIDGE EQUIPMENT AND ASSOCIATED SOFTWARE
All magnetic tape cartridge recording and reproducing equipment which results from this requirement and employs 6.30 mm (0.250 in.) wide magnetic tape with data recorded across four parallel tracks at recording densities of 63 bits per millimeter (1600 bits per inch) using phase encoding techniques, including associated software, shall provide the capability to accept and generate recorded magnetic tape cartridges in the code and format as specified in FIPS PUB 1-2 and FIPS PUB 93.

1.13. PUBLIC PACKET-SWITCHED DATA COMMUNICATION NETWORKS INTERFACE
All applicable ADP and telecommunications equipment or services using public packet switched data communication networks which require an interface based on CCITT Recommendation X.25 must comply with the requirements specified in FIPS PUB 100.

1.14. STORAGE MODULE INTERFACES (WITH EXTENSIONS FOR ENHANCED STORAGE MODULE INTERFACES)
Unless a waiver is granted following the waiver procedures specified in FIPS PUB 60-2, ADP systems and disk storage subsystems that may result from this requirement may conform to FIPS PUB 111 as an alternative to FIPS PUBS 60-2, 61-1 and either 63-1 or 97, for those instances where FIPS 60-2 would otherwise be applicable. At the option of the Government, the correct operation of these systems' conforming interfaces must be verified before the acceptance of all applicable ADP equipment.

1.15. 130 mm (5.25 in) FLEXIBLE DISK CARTRIDGE TRACK FORMAT USING TWO-FREQUENCY RECORDING AT 3979 bprad ON ONE SIDE -1.9 tpmm (48 tpi) FOR INFORMATION INTERCHANGE
All recording and reproducing equipment employing 130 mm (5.25 in) flexible disk cartridges with two-frequency recording at 3979 bprad on one side and 35 tracks at a track density of 1.9 tpmm (48 tpi), including associated software, shall accept and generate recorded flexible disk cartridges in compliance with the requirements set forth in FIPS PUB 116.

1.16.  130 mm (5.25 in) FLEXIBLE DISK CARTRIDGE TRACK FORMAT USING MODIFIED FREQUENCY MODULATION RECORDING AT 7958 bprad ON TWO SIDES -1.9 tpmm (48 tpi) FOR INFORMATION INTERCHANGE
All recording and reproducing equipment employing 130 mm (5.25 in) flexible disk cartridges with modified frequency modulation recording at 7958 bprad on two sides and 40 tracks at a track density of 1.9 tpmm (48 tpi), including associated software, shall accept and generate recorded flexible disk cartridges in compliance with the requirements set forth in FIPS PUB 117.

1.17. ACQUISITION OF INTELLIGENT PERIPHERAL INTERFACE
Unless otherwise excluded as specified in FIPS 130 by reference to FIPS 60-2, FIPS 61-1, FIPS 62, FIPS 63, and FIPS 97, all applicable ADP systems and peripheral storage subsystems that may result from this solicitation must conform to FIPS 130. The correct operation of all interfaces whose conformance to FIPS 130 is required may be verified before the acceptance of all applicable ADP peripheral equipment. Arrangements for verification may be made according to procedures specified in FIPS 60-2.

1.18. ACQUISITION OF SMALL COMPUTER SYSTEM INTERFACE
Unless otherwise excluded as specified in FIPS 131 by reference to FIPS 60-2, FIPS 61-1, FIPS 62, FIPS 63, and FIPS 97, all applicable computer systems and peripheral storage subsystems that may result from this solicitation must conform to FIPS 131. The correct operation of all interfaces whose conformance to FIPS 131 is required may be verified before the acceptance of ADP systems and peripheral subsystems. Arrangements for verification may be made according to procedures specified in FIPS 60-2.

2. SOFTWARE STANDARDS

2.1. COMPUTER MAGNETIC TAPE FILE PROPERTIES
All magnetic tape used to transmit coded information to the Federal Government as a result of this requirement must include completed Standard Form 277 describing magnetic tape file properties as set forth in FIPS PUB 53.

2.2. FORTRAN PROCESSORS

2.2.1. ACQUISITION OF FORTRAN LANGUAGE PROCESSORS
FORTRAN processors offered as a result of the requirements of which this is a part shall conform to the requirements in FORTRAN, FIPS PUB 69-1 and shall implement all of the language elements of the level of FORTRAN specified elsewhere in this requirements document, and shall require validation, as well as any additional language elements specified elsewhere in this document.

2.2.2. PRIOR VALIDATION OF PROCESSORS 
In addition to the processors requirements specified elsewhere in this requirements document, all processors for FIPS programming languages brought into the Federal inventory as a result of this document and those processors used by vendors to develop programs or provide services shall have been tested using the Official Validation System. 

The results of the validation shall be used to confirm that the processor meets the requirements of the applicable FIPS specified elsewhere in this document. To be considered responsive, the offeror shall:

1. Certify in the offer that all FIPS programming language processors offered in response to this document have been previously validated. Proof of validation will be provided in the form of a current Certificate of Validation from the NCSL. 

2. Agree to correct all deviations from the applicable FIPS reflected in the Validation Summary Report (VSR) not previously covered by a waiver. All deviations must be corrected within 12 months from the date of contract award unless otherwise specified elsewhere in this document. If an interpretation of the FIPS is required that will invoke the procedures set forth in the FIPS PUB 29-2, such a request for interpretation shall be made within 30 calendar days after contract award. Any corrections that are required as a result of decisions made under the procedures of FIPS PUB 29-2 shall be completed within 12 months of the date of formal notification to the contractor of the approval of the interpretation. Proof of correction in either case will be in the form of a Certificate of Validation from the NCSL for the corrected processor. Failure to make required corrections within the time limits set forth above shall be deemed a failure to deliver required software. The liquidated damages as specified for failure to deliver the operating system or other software shall apply. 

2.3. MAGNETIC TAPE LABELS AND FILE STRUCTURE
Information processing systems using nine-track tape drives and new tape label processing facilities that will be part of an information processing system, offered as a result of this requirement shall generate and process tape labels and file structures that conform to one of the four levels of FIPS PUB 79 if the information processing system either generates or accepts magnetic tapes for information interchange. Offerors shall specify the level of conformance and certify that a copy of the current users manual is on file with the National Institute of Standards and Technology as required by FIPS PUB 79.

2.4. FLEXIBLE DISK CARTRIDGE LABELING AND FILE STRUCTURE FOR INFORMATION INTERCHANGE
All recording and reproducing equipment and systems employing flexible disk cartridges described by FIPS PUB 114, 115, 116, and 117, including associated software, shall accept and generate recorded flexible disk cartridges in compliance with the requirements set forth in FIPS PUB 118.

2.5. ADA PROCESSORS

2.5.1. ACQUISITION OF ADA LANGUAGE PROCESSORS
Ada processors offered as a result of the requirements of which this is a part shall conform to the requirements of Ada (FIPS 119) and shall require validation. (NOTE: - Ada is a registered trademark of the U.S. Government, Ada Joint Program Office. All users of this standard are encouraged to contact the Ada Joint Program Office, Department of Defense, OUSD (R&E), Washington, D.C. 20301).

2.5.2. DELAYED VALIDATION OF PROCESSORS 
In addition to the processors requirements specified elsewhere in this requirements document, all processors for FIPS programming languages brought into the Federal inventory as a result of this document and those processors used by vendors to develop programs or provide services shall be tested using the Official Validation System. 

The results of the validation shall be used to confirm that the processor meets the requirements of the applicable FIPS specified elsewhere in this document. To be considered responsive, the offeror shall:

1. Certify in the offer that all Federal Standard programming language processors offered in response to this document have been submitted for validation or have been previously validated. Proof of validation will be provided in the form of a current Certificate of Validation from the National Computer Systems Laboratory (NCSL). Unless specified elsewhere in the requirements document, proof of submission for validation will be in the form of a letter from the NCSL scheduling the validation.

2. Agree to correct all deviations from the applicable FIPS reflected in the Validation Summary Report (VSR) not previously covered by a waiver. All deviations must be corrected within 12 months from the date of contract award unless otherwise specified elsewhere in this document. If an interpretation of the Federal Standard is required that will invoke the procedures set forth in FIPS 29-2 such a request for interpretation shall be made within 30 calendar days after contract award. Any corrections that are required as a result of decisions made under the procedures of FIPS 29-2 shall be completed within 12 months of the date of formal notification to the contractor of the approval of the interpretation. Proof of correction in either case will be in the form of a Certificate of Validation from the NCSL for the corrected processor. Failure to make required corrections within the time limits set forth above shall be deemed a failure to deliver required software. The liquidated damages as specified for failure to deliver the operating system or other software shall apply. 

2.6. GRAPHICAL KERNEL SYSTEM (GKS)
All two-dimensional graphics libraries/packages to be used as a programming interface to application programs offered as a result of a requirement in this requirements document shall comply with FIPS PUB 120.

2.6.1. DELAYED VALIDATION OF GRAPHICAL KERNEL SYSTEM IMPLEMENTATIONS
In addition to the FIPS 120, Graphical Kernel System (GKS) implementation requirements specified elsewhere in this requirements document, all GKS implementations brought into the Federal inventory as a result of this document and those implementations used by vendors to develop programs or provide services shall be tested using the Official Validation System specified by the National Computer systems Laboratory (NCSL). Validation shall be in accordance with NCSL conformance testing procedures for implementations of FIPS 120. The results of validation and any other information required elsewhere in this document shall be used to confirm that the implementation meets the requirements of the applicable FIPS specified in this document. To be considered responsive the Offeror shall:

1. Certify in the offer that implementations of FIPS offered in response to this document have been submitted for validation, or have been previously tested or validated and included on the current list of validated products maintained by NCSL. (The NCSL list is periodically published when sufficient changes warrant.) Unless specified elsewhere, proof of submission for validation shall be in the form of a letter from NCSL scheduling the validation. Proof of testing shall be provided in the form of a NCSL registered validation summary report (test report). Proof of validation shall be in the form of a NCSL Certificate of Validation.

2. Agree to correct all deviations from the applicable FIPS reflected in the validation summary report not previously covered by a waiver. All deviations must be corrected within 12 months from the date of contract award unless otherwise specified elsewhere in this document. If an interpretation of the FIPS is required that will invoke the procedures set forth in FIPS 29-2, such a request for interpretation shall be made within 30 calendar days after contract award. Any corrections that are required as a result of decisions made under the procedures of FIPS 29-2 shall be completed within 12 months of the date of the formal notification to the Contractor of the approval of the interpretation. Proof of correction in either case shall be in the form of a NCSL Certificate of Validation for the corrected implementation. Failure to make required corrections within the time limits set forth above shall be deemed a failure to deliver required software. The liquidated damages as specified for failure to deliver the operating system or other software shall apply. 

2.7. RELATIONAL DATABASE LANGUAGE 

2.7.1. ACQUISITION OF SQL DATABASE LANGUAGE
All relational database language offered as a result of the requirements of which this is a part shall conform to the requirements set forth in FIPS 127-1 and shall implement all of the language elements specified according to the guidance in FIPS 127-1, as well as any additional language features as specified elsewhere in this document. There are additional language elements specified in Section C8.5.

2.7.2. DELAYED VALIDATION OF SQL IMPLEMENTATIONS
In addition to the FIPS 127-1, Database Language SQL implementation requirements specified elsewhere in this document, all SQL implementations brought into the Federal inventory as a result of this document and those implementations used by vendors to develop programs or provide services shall be tested using the Official Validation System specified by the National Computer Systems Laboratory (NCSL). Validation shall be in accordance with NCSL conformance testing procedures for implementations of FIPS 127-1. The results of the validation shall be used to confirm that the implementations meets the requirements of the applicable FIPS specified in this document. To be considered responsive, the offeror shall:

1. Certify in the offer that implementations of FIPS offered in response to this document have been submitted for validation or have been previously tested or validated and included in the current list of validated products maintained by NCSL. (The NCSL list is periodically published when sufficient changes warrant). Unless specified elsewhere, proof of submission for validation will be in the form of a letter from the NCSL scheduling the validation. Proof of testing shall be in the form of an NCSL registered validation summary report (test report). Proof of validation shall be in the form of a NCSL Certificate of Validation.

2. Agree to correct all deviations from the applicable FIPS reflected in the validation summary report not previously covered by a waiver. All deviations must be corrected within 12 months from the date of contract award unless otherwise specified elsewhere in this document. If an interpretation of the Federal Standard is required that will invoke the procedures set forth in FIPS 29-2 such a request for interpretation shall be made within 30 calendar days after contract award. Any corrections that are required as a result of decisions made under the procedures of FIPS 29-2 shall be completed within 12 months of the date of formal notification to the Contractor of the approval of the interpretation. Proof of correction in either case will be in the form of a Certificate of Validation from the NCSL for the corrected implementation. Failure to make required corrections within the time limits set forth above shall be deemed a failure to deliver required software. The liquidated damages as specified for failure to deliver the operating system or other software shall apply. 

2.8. COMPUTER GRAPHICS METAFILE

2.8.1. ACQUISITION OF COMPUTER GRAPHICS METAFILE (CGM)
All computer graphics metafiles acquired to describe, store, and/or communicate graphical (pictorial) information in vector format among different devices, systems and installations must be in compliance with the requirements set forth in FIPS 128. 

2.9. DATA COMMUNICATIONS PROTOCOLS
All computer network and communications equipment, systems, and services offered as a result of this requirement must provide the protocols specified in the standards contained in FIPS 146, Government Open Systems Interconnection Profile (GOSIP). There are additional communications requirements specified in Section C4.

2.10. ACQUISITION AND DEVELOPMENT OF PORTABLE OPERATING SYSTEMS
Operating systems environments offered as a result of the requirements of which this is a part shall implement FIPS 151-1. Operating systems environments shall require validation in accordance with the provisions contained in FIPS 151-1 and Section C3 in this requirements document. 

2.11. ACQUISITION AND DEVELOPMENT OF SGML SYSTEMS
SGML systems offered as a result of the requirements of which this is a part shall conform to the requirements established in FIPS 152 and shall implement all the language elements of SGML, as well as any additional language features as specified in Section C9.8 and shall require validation in accordance with the provisions of FIPS 152.

2.12. ACQUISITION OF PROGRAMMER'S HIERARCHICAL INTERACTIVE GRAPHICS SYSTEMS (PHIGS)
All computer graphics software toolbox packages acquired to support very highly interactive graphics applications or needing rapid modification of both the graphics data and the relationships between the graphical data must be in compliance with the functional requirements set forth in FIPS 153, Part 1, the Programmer's Hierarchical Interactive Graphics Systems (PHIGS). In addition, such toolbox packages must support the programming language bindings as specified in FIPS PUB 153, Part 2, for the appropriate programming languages specified in this requirements document, Section C7.

2.13. ACQUISITION OF INFORMATION RESOURCE DICTIONARY SYSTEM (IRDS)
When computer applications programs are developed or acquired as a result of the requirements of which this is a part shall conform to the requirements established in FIPS PUB 156 and shall implement all of the functions contained therein, as well as any additional programming requirements specified elsewhere in this document. 

2.14. SPECIFICATION FOR A DATA DESCRIPTIVE FILE FOR INFORMATION INTERCHANGE (DDF)
When computer application programs or systems are developed or acquired as a result of the requirements of which this is a part and where the interchange of large volumes of data are required between compatible as well as non-compatible systems, the developed application or acquired system shall comply with the level 3 specifications defined in FIPS PUB 123.

3. SOFTWARE/HARDWARE STANDARDS

3.1. ASCII SYSTEM REQUIREMENTS

The system, upon receiving a hardware or software command, must accept data on magnetic tape, paper tape, or any other input/output media covered by an approved Federal Information Processing Standards Publication (FIPS PUB) in ASCII code and collating sequence prescribed in FIPS PUB 1-2 and in the format prescribed in FIPS PUBS 2-1, 3-1, 25, 50 or other applicable FIPS PUBS. Such data may be translated, if necessary, into a form that the equipment can internally process, provided that, upon receiving a hardware or software command, the equipment can produce processed data on magnetic tape, paper tape, printers, and other output media in the ASCII code and collating sequence prescribed in FIPS PUB 1-2 and in the format prescribed in FIPS PUB 2-1, 3-1, 25, 50, or other applicable FIPS PUBS.

3.2. LOCAL AREA NETWORK EQUIPMENT AND SERVICES EMPLOYING CSMA/CD
All local area network services and equipment employing CSMA/CD which result from this requirement shall transmit bits and to send data link frames between nodes in compliance with the requirements set forth in FIPS PUB 107.

4. DATA STANDARDS

4.1. INTERCHANGE OF MACHINE PROCESSABLE DATA

All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 4-1 if the provisions of FIPS 4-1 apply to the data being interchanged.

4.2. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 5-2 if the provisions of FIPS 5-2 apply to the data being interchanged.

4.3. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 6-3 if the provisions of FIPS 6-3 apply to the data being interchanged.

4.4. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 8-5 if the provisions of FIPS 8-5 apply to the data being interchanged.

4.5. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 9 if the provisions of FIPS 9 apply to the data being interchanged.

4.6. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 10-3 if the provisions of FIPS 10-3 apply to the data being interchanged.

4.7. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 58-1 if the provisions of FIPS 58-1 apply to the data being interchanged.

4.8. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 59 if the provisions of FIPS 59 apply to the data being interchanged.

4.9. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 66 if the provisions of FIPS 66 applies to the data being interchanged.

4.10. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 70-1 if the provisions of FIPS 70-1 applies to the data being interchanged.

4.11. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 95 if the provisions of FIPS 95 applies to the data being interchanged.

4.12. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 103 if the provisions of FIPS 103 applies to the data being interchanged.

4.13. INTERCHANGE OF MACHINE PROCESSABLE DATA
All application programs resulting from this requirement that have been identified as those that will be interchanged, or that will record data that will be interchanged with Federal agencies, State and local governments, industry, and the public must implement FIPS 104-1 if the provisions of FIPS 104-1 applies to the data being interchanged.

5. ADP OPERATIONS STANDARDS

5.1. DATA ENCRYPTION
When an unclassified data encryption requirement is specified elsewhere in this requirement, such encryption will be accomplished in accordance with FIPS PUB 46-1. Implementations of the standard embodied in products or services offered as a result of this requirement that are asserted to have an encryption capability in conformance with FIPS PUB 46-1 must have the capability validated by the National Institute of Standards and Technology prior to being proposed. Arrangements for validation may be made with the Systems Components Division, National Institute of Standards and Technology, National Computer Systems Laboratory, Gaithersburg, MD 20899.

5.2. MODES OF OPERATION - DATA ENCRYPTION
Equipment and services offered as a result of this requirement that implement the Data Encryption Standard (FIPS PUB 46-1) and that are intended for use in the cryptographic protection of sensitive but unclassified computer data, shall use one or more of the modes of operation specified in FIPS PUB 81.

5.3. COMPUTER SYSTEMS PASSWORD USAGE
If a requirement is set forth elsewhere in this requirements document for the use of passwords to authenticate users of an ADP system or to authorize access to data in the System, the systems, equipment, and/or services provided to satisfy that requirement must be in conformance with FIPS PUB 112.

5.4. COMPUTER DATA AUTHENTICATION
If a requirement is set forth elsewhere in this requirements document that cryptographic authentication is required for the detection of unauthorized modification of data and that data is not classified according to the National Security Act of 1947, as amended, the systems, equipment, and/or services provided to satisfy this requirement must be in compliance with FIPS PUB 113.

If, as the result of requirements set forth elsewhere in this requirements document, a separate capability is offered to provide cryptographic authentication for the detection of unauthorized modification of data classified according to the National Security Act of 1947, as amended, or the Atomic Energy Act of 1954, as amended, and this separate capability is also to be used for the detection of unauthorized modification of unclassified data, the systems, equipment, and/or services provided to satisfy that requirement must perform as comprehensively as those specified in FIPS PUB 113.

6. FEDERAL STANDARDS

6.1. TIME AND FREQUENCY REFERENCE
All applicable telecommunication facilities and systems that are offered or used as a result of this requirement shall be referenced to the time and frequency standard specified in FED-STD-1002.

7. TELECOMMUNICATIONS STANDARDS

7.1. APPLICABILITY OF FED STD 1005A TELECOMMUNICATIONS: CODING MODULATION REQUIREMENT FOR 2400 BIT/SECOND MODEMS
All non-diversity 2400 bit per second modems offered as a result of this requirement for use with 4kHz channels derived from either switched or dedicated lines shall comply with FIPS 133.

7.2. CODING AND MODULATION REQUIREMENTS FOR 4800 BIT/SECOND MODEMS
All 4800 bit per second modems (and equipment containing 4800 bit per second modems) offered as a result of this requirement for use with nominal 4kHz analog channels shall comply with FIPS 134-1.

7.3. CODING AND MODULATION--DUPLEX 9600 BIT/SEC
All duplex 9600 bit per second modems offered as a result of this requirement for use with nominal 4kHz analog transmission channels shall comply with FIPS 135.

7.4. DIGITAL INTERFACE CIRCUITS--BALANCED VOLTAGE
All equipment using balanced voltage digital interface circuits that is offered as a result of this requirement shall comply with the electrical characteristics addressed by FIPS 138.

7.5. CRYPTOGRAPHIC COMPONENTS, EQUIPMENT SYSTEMS, AND SERVICES
All applicable DES cryptographic components, equipment or services used for encryption of ADP and/or narrative text information in the physical layer communications using the requirements specified in FIPS 139. The physical layer is further defined in International Standard 7498, Open Systems Interconnection Reference Model.

7.6. CRYPTOGRAPHIC COMPONENTS, EQUIPMENT, SYSTEMS, AND SERVICES
If a requirement for the encryption protection of unclassified digital information in the telecommunications environment is specified elsewhere in this requirements document, all cryptographic components, equipment, systems, and services offered to meet that requirement must comply with FIPS 140 and be endorsed as so complying by the National Security Agency prior to being proposed. These items include stand-alone DES cryptographic equipment as well as any Data Terminal Equipment and Data Circuit- Terminating Equipment utilizing the DES algorithm (described in FIPS PUB 46-1) for digital encryption. Arrangements for endorsement may be made with the Communications Protection Special Project Office (S93), National Security Agency, 9800 Savage Road, Fort George G. Meade, MD 20755.

There is not a requirement for the encryption protection of unclassified digital information in the telecommunications environment specified elsewhere in this document. 

7.7. CCITT GROUP 3 FACSIMILE EQUIPMENT, SYSTEMS, AND SERVICES
All applicable cryptographic components, equipment or services used for the encryption of documents transmitted by CCITT Group 3-type facsimile equipment using the Data Encryption Standard (DES) algorithm must comply with the requirements specified in FIPS 141.

7.8. DIGITAL INTERFACE CIRCUITS--UNBALANCED VOLTAGE
All equipment using unbalanced voltage digital interface circuits that is offered as a result of this procurement shall comply with the electrical characteristics addressed by FIPS 142.

7.9. ACQUISITION OF GENERAL PURPOSE 37-POSITION AND 9-POSITION INTERFACE BETWEEN DATA TERMINAL EQUIPMENT AND DATA CIRCUIT-TERMINATING EQUIPMENT
All general purpose 37-Position and 9-Position interfaces offered for use with data communications systems as a result of the requirements of which this is a part shall conform to the requirements established in FIPS PUB 143. 

7.10. DATA COMMUNICATIONS SYSTEMS AND SERVICE-USER ORIENTED PERFORMANCE PARAMETERS
Performance specifications and equipment, systems, and services required to measure, evaluate, or monitor systems performance based on the parameters specified in Specification C4.8, shall comply with FIPS 144.

7.11. ACQUISITION, DESIGN OR DEVELOPMENT OF GROUP 3 FACSIMILE APPARATUS
All Group 3 facsimile apparatus designed, developed, or offered for use over voiceband analog circuits shall comply with FIPS 147.

7.12. ACQUISITION, DESIGN OR DEVELOPMENT OF GROUP 1, 2, AND 3 FACSIMILE APPARATUS
All Group 1, 2, and 3 facsimile apparatus designed, developed, or offered for use over voiceband analog circuits shall comply with FIPS 148.

7.13. ACQUISITION, DESIGN OR DEVELOPMENT OF GROUP 4 FACSIMILE APPARATUS
All group 4 facsimile apparatus designed and offered as a result of this requirement shall comply with FIPS 149. 

7.14. "ACQUISITION AND DESIGN OF FACSIMILE CODING SCHEMES" AND CONTROL FUNCTIONS FOR GROUP 4 APPARATUS
All group 4 facsimile apparatus designed and offered as a result of this requirement shall comply with FIPS 150.

7.15. ACQUISITION OF HIGH SPEED 25-POSITION INTERFACE FOR DATA, TERMINAL EQUIPMENT AND DATA CIRCUIT-TERMINATING EQUIPMENT
Telecommunications systems offered as a result of this requirement which employ high speed (20,000 to 2,000,000 bit/second) interchange between DTEs and DCEs shall conform to the electrical, mechanical and procedural characteristics established for interfaces in FIPS PUB 154. 

7.16. DATA COMMUNICATIONS PERFORMANCE TESTING
Test measurements on data communications systems and services offered as a result of this requirement shall be conducted in accordance with FIPS 155 to determine compliance with the user oriented performance specifications contained in FIPS 144 except as otherwise specified in Specification C4.1.p. in this document.

8. NATIONAL AND INTERNATIONAL STANDARDS

ACI                                American Concrete Institute - Standards for Reinforced Concrete Design and                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           Construction
AISC                             American Institute of Steel Construction - Standards for Steel Design and Construction
AITC                             American Institute of Timber Construction - Standards for Wood and Timber Design                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                     and Construction
API                                American Petroleum Institute
ANSI A58.1                  Minimum Design Loads for Buildings
ANSI/AWS A2.4        Welding Symbols
ANSI X3.1                    XON/XOFF Flow Control
ANSI X3.122-1986       Computer Graphics Metafile (CGM)
ANSI X3.124-1985       Graphical Kernel System (GKS)
ANSI X3.129-1986       Intelligent Peripheral Interface (IPI)
ANSI X3.131-1986       Small Computer Systems Interface (SCSI)
ANSI X3.135- 1989      Structured Query Language (SQL)
ANSI X3.138-1988       Information Resource Dictionary System (IRDS)
ANSI X3.139                Media Access Control 
                                       Fiber Optic Digital Data Interchange (FDDI) Token Ring 
ANSI X3.144-1988       Programmers Hierarchical Interface Graphics System (PHIGS)
ANSI X3.148                Fiber Optic Digital Data Interchange (FDDI) Physical Layer Protocol
ANSI X3.159                C Compiler
dpANS X3.161             Computer Graphics Interface (CGI)
ANSI X3.168-1989       Embedded SQL Language Syntax
ANSI X3.23-1982         American Standard Code for Information Interchange (ASCII)
ANSI X3.28                  Control Language for Alphanumeric Terminals
ANSI X3.39-1973         1600-BPI phase encoding
ANSI X3.54-1976         6250-BPI Group Coded Recording
ANSI X3.64                  Video Attribute and Device Controls
ANSI X3.9-1978           FORTRAN Compiler
ANSI Y10.3M               Letter Symbols for Mechanics and Time-Related Phenomena
ANSI Y10.4                   Letter Symbols for Heat and Thermodynamics
ANSI Y10.5                   Letter Symbols for Quantities Used in Electrical Science and Electrical Engineering
ANSI Y10.11                 Letter Symbols and Abbreviations for Quantities Used in Acoustics
ANSI Y10.17                 Selecting Greek Letters Used as Letter Symbols for Engineering Mathematics
ANSI Y10.18                 Letter Symbols for Illuminating Engineering
ANSI Y10.20                 Mathematical Signs and Symbols for Use in Physical Sciences and Technology
ANSI Y14.1                   Drawing Sheet Size and Format
ANSI Y14.2M               Line Conventions and Lettering
ANSI Y14.5M               Dimensioning and Tolerancing.
ANSI Y14.6                   Screw Threads.
ANSI Y32.2.3                Graphic Symbols for Pipe Fittings, Valves, and Piping
ANSI Y32.2.4                Graphic Symbols for Heating, Ventilation, and Air Conditioning.
ANSI Y32.2.6                Graphic Symbols for Heat-Power Apparatus.
ANSI Y32.4                   Graphic Symbols for Plumbing Fixtures.
ANSI Y32.7                   Graphic Symbols for Railroad Maps and Profiles
ANSI Y32.9                   Graphic Symbols for Elect. Wiring and Layout Diagrams
ANSI/ASME B31.1      Steam distribution in a Pipe Network
API 610                          Pipe Analysis Standards
API 617                          Rotating Equipment Reports
ASHRAE                       American Society of Heating, Refrigerating and Air Conditioning                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                            Engineers, Inc. - Standards for HVAC systems
AT&T System V          Operating System Requirements, Version 5.3
AWS 2                           American Welding Society - Standards for Design and Construction with Welds                           BSD 4.3                          Operating System Requirements, Berkeley Software Distribution, Version 4.3.                        CCITT X.25                   (Redbook, 1984), Interface Between Data Terminal Equipment (DTE) and Data Circuit-                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         Terminating Equipment (DCE) for Terminals Operating in the Packet Mode on Public                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                Data Networks VIII.2
CCITT X.3                     (Redbook, 1984), Packet Assembly/Disassembly Facility (PAD) in a Public Data                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               Network. VIII.2
CCITT X.400                 (Redbook, 1984), Message Handling Systems: System Model Service Elements VIII.7
CCITT X.401                 (Redbook, 1984), Message Handling Systems: Basic Service Elements and Optional                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              User Facilities VIII.7
CCITT X.403                 (Redbook, 1984) Message Handling Systems: Data Communications Networks                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                      Conformance Testing VIII.7
CCITT X.409                 (Redbook 1984), Message Handling Systems: Presentation Transfer Syntax and                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                  Notation VIII.7
CCITT X.410                 (Redbook, 1984), Message Handling Systems: Remote Operating and Reliable Transfer                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           Server VIII.7
CCITT X.411                 (Redbook, 1984), Message Handling Systems: Message Transfer Layer VIII.7
CCITT X.420                 (Redbook, 1984), Message Handling Systems: Interference Messaging User Agent                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                Layer VIII.7
CCITT V.32                   (Redbook, 1984), Data Communications over Telephone Network: 2 wire duplex modem                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           - 9600 bit/sec. VIII.1
CCITT V.42                   (Redbook, 1984), Data Communications over Telephone Network: Error Correcting and                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          Data Compression VIII.1
CCITT X.1                     (Redbook, 1984), International User Classification of Service in Public Data Network                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                      and Integrated Service Digital Networks (ISDNs) VIII.2
CRSI                               Concrete Reinforcing Steel Institute
DOD-STD-100C            Military Standard Engineering Drawing Practices
DOD-STD-2167A         General Software Structure Methodology
EIA-RS-232-D               Interface for Data Terminal Equipment and Data Communications Equipment
EIA-RS-422                   Balanced Interface between Data Terminal Equipment and Data Communications                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 Equipment
EIA-RS-449                   Unbalanced Interface between Data Terminal Equipment and Data Communications                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               Equipment
FCC Rules                     Part 15, Subpart J, Class B - Electromagnetic Interference
ICST/SNA-85-17          Transport Protocol 4 - Military Supplement to ISO 8072 & ISO 8073
IES                                  Illuminating Engineering Society of North America
IEEE 315A-1986            Graphic Symbols for Electrical and Electronic Diagrams
IEEE 754                         Floating Point Arithmetic Precision
IEEE 802.2                      CSMA/CD Link Layer Protocol
IEEE 802.3                      CSMA/CD Physical Layer Specifications and Access Method
IEEE 802.4                      Token Bus Physical Layer Specifications and Access Method
IEEE 854                         Floating Point Arithmetic Precision
IEEE 1003.1                    Radix Independent Standard for Portable Operating System for Computer                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                    Environments (POSIX)
IEEE 1003.2                    POSIX Shell and Utility Interface
IGES                                Initial Graphics Exchange Specification
ISO 8072                         Information Processing Systems, Open Systems Interconnect Transport Service                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             Definition
ISO 8073                         Information Processing Systems, Open Systems Interconnect Connection Oriented                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           Transport Protocol Specification
ISO 8211                         Data Descriptive Files (DDF)
ISO 8326                         Information Processing Systems, Open Systems Interconnect Basic Connection                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              Oriented Session Service Definition
ISO 8327                         Information Processing Systems, Open Systems Interconnect Basic Connection                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              Oriented Protocol Specification
ISO 8348                         Internet Protocol
ISO 8473                         Internet Protocol (Connectionless Mode)
ISO 8571-1                     File Transfer and Access Management, Part 1: General Introduction
ISO 8571-2                     File Transfer and Access Management, Part 2: The Virtual Filestone
ISO 8571-3                     File Transfer and Access Management, Part 3: File Service Definition
ISO 8571-4                     File Transfer and Access Management, Part 4: File Protocol Definition
ISO 8649-2                     Service Definition for the Association of Control Service Elements
ISO 8650-2                     Protocol Specification for the Association of Control Service Elements
ISO 8806                        FORTRAN Binding for GKS
ISO 8822                        Connection Oriented Presentation Protocol
ISO 8823                        Connectionless Oriented Presentation Protocol
ISO 8824                        Abstract Syntax Notation
ISO 8825-2                    Remote Operation Notation
ISO 9660                       Volume and File Structure of CD-ROM Information Exchange
ISO 8805                       GKS - 3D extensions
MIA                              Masonry Institute of America
MIL-C-9877B               Aperture Card 
MIL-C-9949                  Copy Card
MIL-D-28000                Digital Representation for Communication of Product Data: Application Subsets
MIL-M-9868                 Microfilming of Engineering Documents
MIL-M-28001               Technical Manuals: Markup Requirements and Generic Style Specifications for                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                  Electronic Printed Output/Exchange
MIL-M-28003               Digital Representation for Communication of Illustration Data: (GM Application                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               Profile)
MIL-R-28002                Requirement for Raster Graphics Representation in Binary Format
MIL-R-28003                Digital Representation for Communication of Illustration Data: CGM Application                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              Profile
MIL-STD-188/114A    Electrical Characteristics of Digital Interface Circuits
MIL-STD-804               Formats and Coding of Aperture Cards
MIL-STD-1777             Internet Protocol (IP)
MIL-STD-1778             Transport Control Protocol (TCP)
MIL-STD-1780             File Transfer Protocol (FTP)
MIL-STD-1781             Simple Mail Transfer Protocol (SMTP)
MIL-STD-1815A-1983 ADA Language
MIL-STD-1782             TELNET Protocol
MIL-STD-1840A          Digital Exchange of Automated Technical Information
MIT X-Windows         X Window System Distribution, Version 11
NEC                                National Electrical Code
NFPA-NDSWC            National Forest Products Association National Design Specification for Wood                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       Construction
PCI                                  Prestressed Concrete Institute
PDES                              Product Definition Exchange Specification
RFC 904                         Exterior Gateway Protocol
SMACNA                     Sheet Metal and Air Conditioning Contractors National Association, Inc. - Standards                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         for Duct and Fittings
UPC                               Uniform Plumbing Code
USAS B4.1-1967          Standard Tables for Preferred Limits and Fits for Cylindrical Parts
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